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EXECUTI VE SUMVARY

The Conmputer Security Act of 1987 (Pub. L. 100-235) and Ofice of Mnagenent
and Budget Circular A-130 nandate that U S. Government agenci es protect
automated informati on and the resources used to process it (hardware,

firmvare, and software). OMB Circular A-130 specifically mandates that, as a
part of protecting conputer systens, agencies incorporate conputer security in
the system acquisition process. This N ST Special Publication provides

gui dance for federal procurenent initiators, contracting officers, and
conmput er security officials on including conputer security in acquisitions.

To acconplish this goal, conputer security and federal information processing
(FI'P) procurenment nust be integrated. Conputer security is the protection of
the integrity, availability and confidentiality of automated information and
the resources used to enter, store, process, and communi cate the information.
Conput er security shares properties with systens/software engi neering

i ncludi ng trustworthiness, systemsafety, and reliability. FIP procurenent is
t he process of acquiring hardware, software, firmwnare, conmputer-related
services and tel ecomuni cations. FIP procurenent begins with the process of
det erm ni ng needs and ends with contract conpletion

The integration of computer security and FIP procurenment will result in
i mprovenents in:

- nmeeti ng agency m ssions;
- protecting federal assets; and
- protecting individual rights.

The integration is acconplished by incorporating conputer security into al
phases of the procurement cycle: planning, solicitation, source selection
and contract admi nistration and cl oseout.

This guideline is based on the collective experience of governnent and

i ndustry personnel fromthe fields of conputer security, procurenent, and

i nformati on resources managenent and is intended to be used in conjunction
wi th agency or Ceneral Services Adm nistration gui dance on procurenent and
conmputer security. This guideline neither addresses nor supersedes

requi rements for the protection of national security information resources.

NI ST has prepared a rel ated docunent that addresses the area of conputer
security and procurenent, Sanple Statenments of Work for Federal Conputer
Security Services, which provides assistance to agencies that are contracting
for conputer security services, such as performng a risk analysis.



REPORT DOCUMENTATION PAGE

Form Approved OMB No.
0704-0188

[Public reporting burder for this collection of information is estibated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing
and reviewing this collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burder to Department of Defense, Washington
Headquarters Services, Directorate for Information Operations and Reports (0704-0188), 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302. Respondents should be aware that notwithstanding any other provision of
law, no person shall be subject to any penalty for failing to comply with a collection of information if it does not display a currently valid OMB control number. PLEASE DO NOT RETURN YOUR FORM TO THE ABOVE ADDRESS.

1. REPORT DATE (DD-MM-YYYY) 2. REPORT TYPE

01-03-2002

3. DATES COVERED (FROM - TO)
XX-XX-2002 to XX-xx-2002

4. TITLE AND SUBTITLE

Initiators, Contracting Officers and Computer Security Officials
Unclassified

Computer Security Considerations in Federal Procurements; A Guide for Procurement

5a. CONTRACT NUMBER

Bb. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

|6-AUTHOR(S)
Guttman, Barbara ;

5d. PROJECT NUMBER

Be. TASK NUMBER

5f. WORK UNIT NUMBER

—

7. PERFORMING ORGANIZATION NAME AND ADDRESS
National Institute of Standards Technology
XXXXX, XXXXXXX

8. PERFORMING ORGANIZATION REPORT
NUMBER

0. SPONSORING/MONITORING AGENCY NAME AND ADDRESS
IATAC

3190 Fairview Park Drive

Falls Church, VA22042

10. SPONSOR/MONITOR'S ACRONYM(S)

11. SPONSOR/MONITOR'S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT
APUBLIC RELEASE

13. SUPPLEMENTARY NOTES
CATALOGERS: Report date and dates covered should be 1992.

[14-ABSTRACT
See report.

15. SUBJECT TERMS
IATAC COLLECTION

16. SECURITY CLASSIFICATION OF: 17. LIMITATION
OF ABSTRACT

Public Release

18.
NUMBER
OF PAGES
98

19. NAME OF RESPONSIBLE PERSON
email from Booz Allen Hamilton (IATAC), (blank)
Ifenster@dtic.mil

a. REPORT
Unclassified

b. ABSTRACT
Unclassified

c. THIS PAGE
Unclassified

19b. TELEPHONE NUMBER
International Area Code

Area Code Telephone Number
703767-9007

DSN

427-9007

Standard Form 298 (Rev. 8-98)
Prescribed by ANS| Std Z39.18




Form Approved
REPORT DOCUMENTATION PAGE OMB No. 074-0188

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data
needed, and completing and reviewing this collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to
Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork
Reduction Project (0704-0188), Washington, DC 20503

1. AGENCY USE ONLY (Leave 2. REPORT DATE 3. REPORT TYPE AND DATES COVERED

blank) 3/ 1/ 1992 Report 3/1/1992

4, TITLE AND SUBTITLE 5. FUNDING NUMBERS
Conput er Security Considerations in Federal Procurenents: A

Gui de for Procurement Initiators, Contracting Oficers and

Conmputer Security O ficials

6. AUTHOR(S)

Gut t man, Barbara

8. PERFORMING ORGANIZATION
REPORT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES)

NI ST

9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSORING / MONITORING

AGENCY REPORT NUMBER
| ATAC

3190 Fairview Park Drive
Falls Church, VA 22042

11. SUPPLEMENTARY NOTES

12a. DISTRIBUTION / AVAILABILITY STATEMENT
Approved for public release; Distribution unlimted

12b. DISTRIBUTION CODE

A

13. ABSTRACT (Maximum 200 Words)

The Conputer Security Act of 1987 (Pub. L. 100-235) and Ofice of Managenent

and Budget Circular A-130 mandate that U.S. Government agencies protect

automated informati on and the resources used to process it (hardware,

firmvare, and software). OMB Circul ar A-130 specifically mandates that, as a

part of protecting conputer systems, agencies incorporate computer security in

the system acquisition process. This N ST Special Publication provides

gui dance for federal procurenent initiators, contracting officers, and

conmputer security officials on including conputer security in acquisitions.To acconplish

this goal, conmputer security and federal information processing
(FI'P) procurement nust be integrated. Conputer security is the protection of
the intearityv Aavailabhilitv and confidentialitv of antomated information and

14. SUBJECT TERMS
| ATAC Col | ecti on,

15. NUMBER OF PAGES
i nformati on security, conputer security

97

16. PRICE CODE

17. SECURITY CLASSIFICATION
OF REPORT
UNCLASSI FI ED

18. SECURITY CLASSIFICATION
OF THIS PAGE
UNCLASSI FI ED

19. SECURITY CLASSIFICATION
OF ABSTRACT
UNCLASSI FI ED

20. LIMITATION OF ABSTRACT

UNLI M TED

NSN 7540-01-280-5500 Standard Form 298 (Rev. 2-89)
Prescribed by ANSI Std. Z39-18

298-102







TABLE OF CONTENTS

Executive Summary
Preface
Working Group Participants & Contributors

l. I nt roducti on

A Requi r enment

B Scope

C. Tar get Audi ence
D Ter m nol ogy

. Backgr ound
A Conmput er Security
A. 1. Basic Conputer Security Concepts

2 Basi ¢ Conputer Security Practices
P Procurenent
1. Basic Procurenent Concepts
2 Basi ¢ FI P Procurenment Practices
3 Procurenent Cycle fromthe Procurenent

Initiator's Point of View

I1l. Incorporating Conmputer Security into the Procurenent

Cycl e
A Parti ci pants
B. Conmput er Security in the Procurenent Cycle
B.1. Planning
B.1.a. Needs Determ nation
B.1.b. Requi renents Anal ysi s
B.1.c. O her Pl anni ng Conponents
B.2. Solicitation
B. 2. a. Speci fications and Work
B. 2. b. Eval uati on
B.2.c. Speci al Contract Requirements
B.3. Source Sel ection
B.4. Administration and Cl oseout
V. Speci fications, C auses, Tasks, and Deliverables

General Computer Security
Control of Hardware and Software
Control of Information/Data
Security Docunentation
Legal |ssues
Admi ni stration, End of Task, Closeout
Conmputer Security Training and Awar eness
Personnel Security
Physi cal Security
Conmput er Security Features in Systens
J.1. Identification and Authentication
Speci fications
J.2. Discretionary Access Control Specifications
J.3. Audit Specifications

CSTTOMMOOD P

15

19
19
20
20
21
22
27
28
29
30
32
33
33

37

39
40
46
48
51
54
57
59
62
63

64
65
65



J.4. Cryptography Specifications 67
J. 4. a. Encryption 68
J.4.b. Dat a Aut hentication 68
J.4.c. El ectronic Signature 69
J.4.d Key Managenent 70
J. 4. e. Security of Cryptographic Mdul es 71
J.4.f. Val i dati ons 72
J.5. Object Reuse Specifications 73
J.6. SystemlIntegrity Specifications 73
J.7. System Architecture Specifications 73
J.8. Labels and Mandatory Access Control 74
J.9. Label Specifications 75
J. 9. a. Label Integrity Specifications 75
J.9.Db. Label s and | nput/ Qut put Specifications 76
J.9.b(1) Mul ti - Label Communi cati ons 76
J.9.b(2) Si ngl e- Label Conmmuni cati ons 77
J.9.b(3) Label i ng Qut put 77
J.10. Mandatory Access Control Specifications 78
APPENDI CES

Appendi x A Table of Contents for Federal Governnent
Requests For Proposal s (RFP) 79
Appendi x B Assurance 83
Appendi x C Planni ng Phase Ri sk Anal ysis 91
Appendi x D G ossary 95
Appendi x E References 105

LI ST OF FI GURES
(Note: Some of the figures were devel oped using a non-DOS operating system
Consequently, sone figures are not included in this ascii version.)

Figure 1 Threats, Safeguards, Vulnerabilities, & Assets 7
Figure 2 Mul ti di sci plinary Coordination 9
Figure 3 RFP Secti ons 15
Figure 4 Procurenent Cycle 17
Figure 5 Fl ow Model for Conputer Security Conmponents 26
Figure 6 Conput er Security in the Procurenent Cycle 35






PREFACE

Conputers and information play an increasingly inmportant role in nodern
society. Moire people use conmputers, nore information is processed and stored
by them and our nation's dependence on conputers continues to grow.
Therefore, it is essential to protect conputers and the infornmation they
cont ai n.

From a practical standpoint, computer viruses, white-collar crine, theft of
har dwar e and software, unauthorized access to data, and damage and destruction
of conputer systems by people or nature are real threats. Computer security
shows its worth in preventing loss or harm The meaning of terns |ike
"appropriate and cost-effective safeguards” are truly appreci ated when
expl ai ning how a | oss was or was not prevented.

Due to the vital need to protect conputer systens, the National Institute of
St andards and Technol ogy (NI ST) provi des standards and gui deli nes on many
aspects of conputer security. This docunment addresses the specific issue of

i ncludi ng conmputer security requirements in federal information processing
(FI'P) procurenents. A NI ST-sponsored working group of governnent and industry
representatives in conputer security, information managenent, and FIP
procurenment hel ped to develop this docunent.
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CHAPTER |

| NTRODUCTI ON

A, REQUI REMENT

The need to provide protection for federal automated i nformation assets has
been present since conputers were first used. The O fice of Managenent and
Budget (OMB) formally established a federal conmputer security policy in 1978
and updated that policy in OvMB Circular A-130, dated Decenber 1985. Congress
passed several |aws relevant to conputer security, including the Conputer
Security Act of 1987. Both Congress and OMB update and revise federa

policies and regul ations on conmputer security. Conputer security concepts and
practices are discussed in section Il.A Conmputer Security.

In order to neet these policies and regul ati ons, federal agencies must include
conput er security considerations in all phases of information resources
managenment. OWB Circular A-130 and the Federal Information Resources
Management Regul ation (FIRMR) require security specifications for systens
acquisitions. In general, including conputer security in the acquisition
phase results in | ess expensive and better security than adding security to an
operational system This docunment provides guidance on includi ng conputer
security considerations in the acquisition phase of information resources
management .

B. SCOPE

Thi s document is intended to hel p agencies select and acquire cost-effective
conmput er security by explaining howto include conputer security requirenments
in federal information processing (FIP) procurenments. The guideline has three
parts. The first part is an introduction to the two disciplines:

- conputer security (targeted for FIP procurenent personnel); and
- FI P procurenent (targeted for conputer security personnel).

These overviews provide sufficient know edge to understand the |egal
conceptual , and regul atory under pi nnings of the document. It should not be
used as a sole guide to conputer security or FIP procurenent.

The second part explains the integration of computer security into the FIP
procurenent process. The guideline reconmends that the follow ng anal yses be
i ncluded in procurenent docunentation

- sensitivity determ nation;

- anal ysis of integrity, availability, and confidentiality requirenents;
- anal ysis of |evel of assurance required; and

- pl anni ng phase risk anal ysis.

The guideline also provides assistance on the selection of computer security
features, assurances, and procedures. The guideline clarifies:

- what sources of features, assurances, and procedures are required to be
used by | aw or regul ation; and
- what ot her sources are avail able and how to use them



The third part of the document includes specifications and contract |anguage
for specific conmputer security features, assurances, and procedures that can
be included in FIP procurenents.

Thi s docunent does not address the procurenent of conputer security-related
servi ces, such as the devel opnent of risk anal yses and contingency pl ans.

NI ST has prepared a separate docunent, NI STIR 4749, Sanple Statenments of Work
for Federal Conputer Security Services, to address procurenent of these

servi ces.

Thi s docunment is not a substitute for agency procurenent or security
regul ati ons, policy, and guidance. It is intended to be used in conjunction
with these agency regulations. This docunment does not address conputer
security requirements for national security or Warner Amendnent information
resour ces.

C. TARGET AUDI ENCE

Thi s docunment targets procurenent initiators (the sponsor, program rmanager, or
person who will beconme the contracting officer's technical representative),
contracting officers, and conputer security officials.

D. TERM NOLOGY

The terns conputer, conputer system autonatic data processing (ADP),
automati c data processing equi prent (ADPE), federal information processing
(FI'P) resource, information technol ogy support (ITS), information resources
(IR, and automated informati on system (Al'S) are used interchangeably

t hr oughout the government. |In this docunent, the term FIP procurenent is used
because it is the termused in the FIRMR, and the term conputer security is
used because it is the nost comon. Both FIP procurenent and conputer
security address the resources and services used to enter, store, process, and
transmit automated information and data.

Appendi x D contains a glossary of selected conputer security and procurenent
ternmns.






CHAPTER 1| |

BACKGROUND

This chapter provides a general introduction to conputer security and FIP
procurenent. The section on conputer security is targeted for contracting
officers. The section on FIP procurenment is targeted for conmputer security
officials. The sections are not conpl ete step-by-step procedures, but provide
background for the rest of the guideline.

A, COWPUTER SECURI TY

Computer security is the protection of the integrity, availability and, if
needed, confidentiality of automated information and the resources used to
enter, store, process, and comunicate it. Conputer security is often
referred to in conjunction with systemtrustworthiness, integrity, safety,
availability, and reliability. 1In the federal governnent, the primry policy
mandat es for protecting conputer assets are in OMB Circul ar A-130, "Mnagenent
of Federal Information Resources," specifically Appendix Ill, "Security of
Federal Automated Information Systens,"” and the Computer Security Act of 1987.

Thi s section addresses basic conputer security concepts and practices, based
on OMB Circular A-130 and the Conputer Security Act. Understanding these
concepts and practices hel ps procurement initiators and contracting officers
properly integrate conputer security considerations into procurenents.

A. 1. BASIC COVMPUTER SECURI TY CONCEPTS
Several basic concepts in conputer security are described bel ow

Managenment |ssue. Conputer security is an increasingly inportant issue for
all federal managers. Modern technology allows federal agencies to store and
process vast amounts of data in support of agency functions. Federal conputer
and i nformati on assets have great value and need to be nanaged to the sane
extent as the nore traditional organizational assets (i.e., enployees, noney,
equi pnment, natural resources, and tine).

Val ue of Informati on and Conputing Resources. The value of federa

i nformati on and conputing resources and the inportance of federal agency

m ssions create a need for these resources to be adequately protected. Oaners
and users of the information provide the inpetus for protecting these val uable
resour ces.

Functi onal Requirement. Conmputer security is a functional requirenment of nost
systems. If data is not accurate, conplete, tinely, available, and, if
necessary, confidential, then the system may be unable to performits basic
functi on.

I ndi vidual Privacy. Automated information about individuals rmust be protected
in accordance with the Privacy Act of 1974 and other statutes.

Life Cycle Phases. Many systens are desi gned, devel oped, and inplenmented over
mont hs or years. A systemlife cycle is used to manage a systemfromits
i nception through its devel opment, inplenentation, and operation until its



termination. |If security is initially designed into a conputer system the
saf eguard options are vastly increased and the security costs over the life of
the system are substantially reduced. Since the system environnment and
technol ogy may change during the systemlife cycle, the security will need to
change al so. Therefore, it is inportant for all managers to ensure that
security is appropriately addressed in all phases of the |ife cycle for
conput er systens, especially in the early planning stages.

Sonme aut omat ed systens are acquired "off-the-shelf" and can be used

i medi ately. |n procuring these systens, initiators nmust consider the
systems' present security features and expandability to neet future security
needs. Many vendors offer security features on off-the-shelf systens which
may be ordered separately and installed after the systemis in operation

Conmput er Security Incidents. 1In recent years federal agencies have becone
aware of nore conputer security incidents. These incidents result from

i ntentional and unintentional actions by internal (governnent and contractor)
personnel and outsiders. These incidents result in nmonetary |osses and
decrease an agency's productivity and even its ability to performits m ssion
Whi | e advances in conmputer and tel ecomuni cations technol ogy hel p prevent many
problems, the difficulty of managi ng the rapid change and the technica
conplexity can increase the federal government's vulnerability to incidents.

Bal ance. Absolute security is virtually inpossible. Federal agencies cannot
totally protect their conputer systens from every possible threat for numerous
reasons, including the follow ng:

- Absol ute protection would nmake the agency's systens virtually
i naccessi bl e and unusabl e;

- Sonme vulnerabilities may not be known, as in the case where application
code contains security flaws; and

- Conmput er security, like other disciplines, depends on people, who are
capabl e of error and di shonesty.

Goal. The goal of federal conmputer security is to support the mission of the
agency by providing cost-effective protection that assures the integrity,
availability, and confidentiality of automated information and the resources
used to process it. There are few clear rules for acconplishing this goal
Neverthel ess, OMB Circular A-130 requires that the foll owi ng types of
protective neasures be used, alone or in conbination, to cost-effectively
provi de appropriate protection:

- Techni cal

- Personnel

- Adm nistrative;

- Environnental ; and
- Tel ecommuni cati ons.

Figure 1 shows how protective neasures, called safeguards, are used to protect
assets fromthreats. These safeguards can be internal or external to the

system A threat is any circunmstance or event with the potential to cause
harmto a systemin the formof destruction, disclosure, nodification, and/or
deni al of service. |If a safeguard is missing or inadequate, a threat can "get

t hrough" and damage assets. The danage to the asset has an inpact on the
agency. The "gap" between the safeguards is referred to as a vulnerability.



The sel ection of safeguards for a specific conmputing environnent is based on
an assessnent of the assets, inpacts, threats, probabilities, vulnerabilities
and the adequacy, availability, and cost of safeguards. This process is
called risk analysis.

Figure 1. Threats, Safeguards, Vulnerabilities, & Assets.

Mul ti di sciplinary Coordination. All traditional managenent disciplines and
functions nust be enployed in a coordinated fashion to effectively manage
conmputer security. Over the years, federal agencies have becone nore
dependent on automation technol ogies to support all aspects of their
operations and missions. As a result, there are many security-rel ated

di sci plines, each with its own set of policies and procedures.

Figure 2 shows possible functional areas in an agency with responsibilities
that overlap with conputer security. Many of these are separate career fields
within the governnent. Only when all disciplines are working together, in a
hi ghly coordi nated fashion, can the entire security process function properly
and efficiently. Thus, conputer security managers at all |evels mnust

regul arly coordinate with personnel in other security-related disciplines.



Figure 2. Multidisciplinary Coordination.



A. 2. BASIC COMWPUTER SECURI TY PRACTI CES

In practice, certain basic actions are necessary in all federal conputer
security progranms. These incl ude:

Devel op Conputer Security Policy/Procedures. Conputer security policies and
procedures are needed to define the overall framework for inplenenting and
sustaining an efficient and cost-effective conputer security programat the
federal agency level. The policy establishes lines of authority, roles and
responsi bilities, and basic principles and requirenents which define the
conmput er security program The procedures contain inplenmentation and
conpliance instructions and nanagenent processes.

Institute Conputer Security Planning. Conmputer security planning nust provide
a consistent approach for determ ning short- and | ong-range managenent

obj ectives, devel opi ng security enhancenent proposals, mapping proposals to
budget requests, and assuring the inplenentation of cost-effective protective
nmeasures.

Institute a Sensitivity ldentification Process. The Conmputer Security Act
requires that agencies identify sensitive systems. |n order to acconplish
this, agencies nmust institute a process for determ ning sensitivity.

Define and I nplenent a Ri sk Analysis Program This program should ensure the
performance of risk anal yses on agency systens. Federal managers need to
continually identify and anal yze potential threats to their conputing and

t el ecommuni cati ons environnments and take action to reduce risk exposures to
accept abl e | evel s.

Establish a Protective Measure Baseline. There are numerous conbinations of
techni cal, personnel, adm nistrative, environnental, and tel ecomunications
protective neasures available to federal managers. Wile OVB Circul ar A-130
defines a governnentw de security baseline, an organization-specific security
basel i ne can hel p an agency ensure adequate protection of resources.

Ensure the Conduct of Certifications and/or Accreditations. Computer security
certifications and/or accreditations are a managenent control for ensuring
that installed security safeguards are adequate.

Oversee a Miulti-layer Conpliance Assurance Mechani sm Management and
conpliance reviews should be conducted periodically to sustain optimal
security |evels.

Devel op an Incident Response and Reporting Mechanism  Agenci es shoul d devel op
appropriate responses to security incidents and provide feedback i nfornmation
to senior managenent on significant incidents. This reporting also supports
the tracki ng of agencyw de trends.

Ensure Conti nuous Awareness and Training. Continuous awareness and training
are necessary to elevate and sustai n managenment and personnel awareness and to
provi de specific guidance for personnel who design, inplenent, use, or

mai ntai n conputer systens.

Ensure Contingency Pl anning. Contingency, disaster recovery, and continuity
of operations plans provide continued processing capability when ot her

saf equards have failed to nmaintain systemreliability or availability. Such
pl ans shoul d be in place and tested periodically.



Ensure Personnel Screening. Personnel who participate in managi ng, using,
desi gni ng, devel opi ng, operating, or maintaining conputer systems should be
appropriately screened. The level of screening should be comrensurate with
the loss or harmthat could be caused by these individuals. This applies to
both federal and contractor personnel. The Ofice of Personnel Managenent
defines screening requirenents for federal personnel

Devel op Appropriate Acquisition Requirenments. |In contracts for hardware,
software, and conputer-rel ated services, federal agencies nmust ensure that:

- appropriate security requirenents and specifications are included in
statements of work; and

- security requirenents and specifications are inplenented properly before
the system goes into operation.

B. FI P PROCUREMENT

This section provides a general introduction to FIP procurenent for conputer
security officials. The section is not a conplete "how to" but provides
background for the rest of the guideline.

The acquisition of federal information processing (FIP) resources has discrete
characteristics that distinguish it fromthe acquisition of other supplies or
services. FIP acquisitions have unique authority, approval, and docunentation
requi renents. These requirenents flow fromvarious |aws and are inpl enmented
in two primary regul ations:

- Federal Acquisition Regulation (FAR); and
- Federal Information Resources Managenent Regul ati on (FI RWVR).

FI P procurenent, as defined by the Brooks Act, the Paperwork Reduction
Reaut hori zati on Act, and the FIRMR, involves the acquisition of conputer

har dware, software, firmvare and rel ated services including tel ecomunications
and support services.

The FIRMR is the primary regul ation for use by federal or executive agencies
in their managenent, acquisition, and use of information processing resources.
It is issued by the General Services Administration (GSA), which has primry
responsi bility for the managenment of FIP resources in the federal governnment.

Note: This section, like the rest of the docunent, does not address nationa
security systems or systens covered by the Warner Anendnent. (See gl ossary
for a definition of Warner Amendment systens.)

The foll owi ng sections address FIP procurenment concepts and practices.

B.1. BASI C PROCUREMENT CONCEPTS

It is essential to have a basic understanding of the underlying goals and
obj ectives of the governnent's procurenment procedures. Wthout this
under st andi ng, the procurenent process can be confusing and its rules can
appear intractable and obscure. Under these conditions, it is difficult to



i nclude conmputer security. In addition, because conflicts and probl ens
sometines arise during a procurenent, know edge of the underlying goals and
objectives will help the procurement initiator work with the procurenent staff
to resol ve probl ens.

The following analysis is a basic tutorial on the essential elenents of
federal governnment procurement. It is not intended to substitute for the FAR,
the FIRMR, or your agency's procurenent guidelines.

Federal procurenent is governed by its underlying goals. These goals are:

- to obtain quality products that meet the government's needs at the best
price (now and in the future);

- to pronote innovation and growth in Anerican industry; and

- to pronote the social and econom c devel opnent of certain segnents of
Anmeri can society.

The governnent attenpts to neets its goals with certain objectives. These
objectives are derived fromthe goals and the fundanental nature of how the
government operates. The objectives are:

- Conpetition. The governnent recogni zes that conpetition causes offerors
to lower price and increase quality in order to win contracts.
Conpetition is the primary nmeans of attaining econony and efficiency in
satisfying the needs of the government. The governnent recogni zes that
new sources nmust be considered to increase the number of options, to
stimul ate new i deas by providing an accessible market, and to be fair to
all businesses interested in selling to the governnent.

- Fairness. In order to achi eve neaningful conpetition, the governnment
nmust conduct procurenments fairly. By offering all vendors and new i deas
a fair chance, the government encourages grow h.

- Promoti on of small, mnority-owned, wonan-owned, and di sadvant aged
busi nesses. The governnent recogni zes that the soci o-econom c
devel opnent of these groups is to the advantage of the country. This
objective is closely related to the previous objective.

G ven these diverse goals for the procurenent process and the nyriad
i ndi vidual situations, it is possible for conflicts to arise in the process.

B.2. BASIC FI P PROCUREMENT PRACTI CES

The adm ni stration of these goals and objectives in FIP procurenment is
governed by |laws and regul ati ons which are inplenmented in the FAR the FlIRWR
and agency regul ations. While these sources contain nmuch nore information,
the following is a brief list of fundanental practices.

GSA Responsibility. GSA has authority for the nanagenent and oversi ght of FIP
procurenent. Agencies, however, are responsible for defining their
requi renents. GSA exercises its authority in a nunber of ways:

Del egati on of Procurenent Authority (DPA). GSA exercises its authority
t hrough the use of DPAs. Wthout a DPA, an agency cannot acquire FIP



resources. There are three types of delegations: regulatory, specific
agency, and specific acquisition. GSA can withdraw or linmt DPAs and
can refuse to grant DPAs until procurenments conformto GSA standards.

GSA Reviews. GSA conducts periodic reviews to assess how agencies are
acqui ring and managi ng FIP resources.

General Services Board of Contract Appeals (GSBCA). The GSBCA was
created by the Conpetition in Contracting Act of 1984 to hear protests
relating to FIP procurenent. (Contract cases can al so be heard by the
General Accounting Ofice, the procuring agency, or the courts.) The
GSBCA can uphold or overturn procurenments and can suspend an agency's
DPA.

Vendors can protest a specification or action of the governnment relating
to a particular procurenment if the protest neets certain administrative
and |l egal constraints. Vendors can protest that a specification is
restrictive, that the agency does not require a certain specification

or that the governnent was unfair or did not followits procedures
correctly. The protesting of specifications has caused the governnent
to not only identify requirements, but also justify them

A protest can delay a procurenment for nmonths or years and can result in
an agency having to anmend the solicitation or, in a worse case, issue a
new solicitation. A solicitation that is well justified by the
supporting docunentation is essential to mininze protests and to | essen
t heir duration.

Ful | and Open Competition. The Conpetition in Contracting Act of 1984
requi res the government to use full and open conpetition. Sonetines
procurenment initiators are confused about the definition of full and open
conpetition. Full and open conpetition is achieved when all responsible
sources are given the opportunity to submt a proposal and be considered.

Full and open conpetition is not necessarily achi eved when there is nore than
one source. Consideration of three products does not nmean that the governnent
can refuse to consider a fourth responsi ble source. The governnment nust

consi der products fromall responsive and responsible sources. (See glossary
for definitions of responsive and responsible.)

Note: There are exceptions to full and open conpetition that are described in
FAR 6. 3.

B. 3. PROCUREMENT CYCLE FROM THE PROCUREMENT | NI TI ATOR' S PO NT OF VI EW

The procurement initiator is the sponsor or program manager who represents the
organi zation that needs the FIP resources. This person often becones the
contracting officer's (technical) representative (COR or COTR) after award.
The procurenent cycle is the progression of stages in the process of acquiring
property or services. Fromthe procurenent initiator's point of view the
procurenent cycle consists of four stages: planning, solicitation, source

sel ection, and contract admi nistration and cl oseout.

Pl anni ng. Procurenment planning can be divided into two subsections: genera
pl anning and the specific planning for a procurenment. Part 7 of the FAR
provi des additional guidance on acqui sition planning.



Solicitation. Solicitation refers to the process of asking vendors for
proposal s (also called offers) or bids. This guideline addresses the Request
for Proposals (RFP) because it is the nost common and nost conpl ex form of
solicitation. There are other methods, such as the Invitation for Bids (IFB)
or Request for Quotes (RFQ. The ideas in this guideline can be used for al
types of solicitations.

An RFP has 13 sections, which are generally referred to by letter. Figure 3
lists the sections. Appendix A contains a chart describing the sections.

UAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA. - AAAAAAAAAAAAAAAAAAAAAAAAAAAAARA,
Letter Section Title

Solicitation/Contract Form- Standard Form 33
Supplies or Services and Prices and Costs

Descri pti ons/ Speci ficati ons/ Wrk Statenent
Packagi ng and Marki ng

I nspection and Acceptance

Deliveries or Performance

Contract Adm nistration Data

Speci al Contract Requirenents

Contract Cl auses

Li st of Attachnents

Representations, Certifications, and O her
Statenents of Offerors or Quoters

L Instructions, Conditions, and Notices to Oferors
' M Eval uati on Factors for Award '
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA- - AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAU
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Figure 3. RFP Sections.

Source Sel ecti on. Source selection is the process of evaluating offers
against criteria stated in the solicitation and selecting the offer that best
nmeets the government's requirenents. Source selection can involve various
forms of interactions with offerors including negotiations, clarification
requests, discussions, and best and final offers (BAFGs). It can also include
performance and capability testing. In addition, the government nust notify
unsuccessful offerors and debrief them if requested.

Contract Adm nistration and Cl oseout. Contract administration refers to the
managenment of the contract, including inspection and acceptance of

del i verabl es and nodification of the contract. It occurs after actua
contract award. Contract administration duties are shared by the contracting
of ficer and the contracting officer's technical representative (COIR)
Closeout is the action that is taken when performance under the contract is
conpl et ed.

Procurenent Cycle Figure. A figure showing the FIP procurenent cycle fromthe
procurenent initiator's point of viewis presented in figure 4. Chapter three
wi || expand on the figure by incorporating conputer security activities.
Procurenent initiators who are unfamliar with the procurement cycle should
obt ai n addi ti onal guidance fromtheir procurenment office.



Many of the actions taken by the contracting officer are not reflected in this
figure.



PROCUREMENT CYCLE

FROM THE PROCUREMENT | NI TI ATOR' S PO NT OF VI EW

Pl anni ng pSolicitati onpSource pAdm ni s-
Gener al pProcurenment 3 3Sel ection 3tration &
3Specific 3 3 3Cl oseout
b AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAD
3 3 3 3

Strategic/ 3 Requi r emrent s St at enent 3Eval uation 2lnspection &

Tacti cal 3 Anal ysi s 3of Work 3of Proposal s3Accept ance
Pl anni ng 3 3 3 3

3 Anal ysis of 3Evaluation 3 3 COTR
Needs 3Techni cal 3Pl an 3 3 Responsi -
Determ nation3Alternatives3 3 3hilities

3 3 Revi ew of 3 3

3Feasibility 3Solicitation3 3

3 St udy 3 3 3

3 3 3 3

3Cost/Benefits 3 3

3 Anal ysi s 3 3 3

3 3 3 3

3 Sof t war e 3 3 3

3Conversion 3 3 3

3 St udy 3 3 3

3 3 3 3

3 Mar ket 8 8 8

3 St udy 8 8 8

Figure 4. Procurenment Cycle.






CHAPTER 1 I'I

I NCORPORATI NG COMPUTER SECURI TY | NTO THE PROCUREMENT
CYCLE

To effectively include conmputer security in the procurement process it nust be
integrated into the procurement cycle fromits inception. This guideline
focuses on the conputer security conponents of the procurenent cycle.
Sufficient information about the procurement cycle is included to allow a
person not familiar with the procurenent process to understand the chapter
Thi s chapter does not provide a conplete description of the procurenent
process. (See the FAR and the FIRVR for detailed procurenent information.)

A.  PARTI ClI PANTS

There are many participants who can have a conputer security or oversight role
in procurenments depending on the nature and scope of the system These
participants are listed both by type of role and by functional title. The
nanes for the roles and titles will vary in different organizations. Each of
these does not necessarily provide input in every phase. For instance,

support contractors and vendors are restricted fromparticipating in sone
phases. The determ nation of which participants need to be consulted is as
uni que as the procurenent.

The list of participating groups and offices belowis not all inclusive, but
does represent many of the functions that can inpact security.

Procurenment Initiator/ Sponsor
Functi onal Manager/ Omer of data
Users

Procurenent/ Contracts
Certification/Accreditation
Conput er Security

Quality Assurance/ Quality Control/Safety
Lega

I nformati on Resources Managenent
Desi gn/ Engi neeri ng

Budget

Audi t/Internal Contro
Physi cal / Personnel Security
Facilities/Logistics

Support Contractors/Consultants
Manuf act ur er s/ Suppl i er s/ Vendor s

The length of the list is indicative of the difficulty of nmanagi ng and
acquiring FIP resources. It is vital that these groups work together to
ensure that inportant aspects of the procurement are addressed.

As with any acquisition, it is inportant to involve the contracting officer as
early as possible, preferably in the planning stage.

B. COWUTER SECURI TY | N THE PROCUREMENT CYCLE

The purpose of this section is to define steps that will integrate conputer
security into the procurenment cycle. The section explains each of the



conputer security steps of each phase of the procurenment cycle. During the
procurenment cycle, the technical and security requirements will be advanced
t oget her.

Figure 6, Computer Security in the Procurement Cycle, |ocated at the end of
this chapter, illustrates how security fits into the procurenment cycle. It
expands on figure 4 in chapter two and maps security-related activities to the
procurenent activities already being performed. This chapter will explain
each conputer security activity in figure 6.

The conputer security steps in this section describe anal yses and processes to
be acconplished. These steps define a conceptual framework for conputer
security planning during the procurement cycle. This framework is intended to
be used as an exanple; it is not a definitive nethodology. The franmework
contains descriptions of a core set of planning considerations that will |ead
to the production of conputer security acquisition specifications, as required
by OMB Circul ar A-130. Agencies can use other nethodol ogies or modify the one
presented here.

B. 1. PLANNI NG

The first phase in the procurenent cycle is planning. Planning is normally
divided into General Planning and Procurenent Specific Planning. Genera

pl anni ng i nvol ves planning on an organi zational level. This section addresses
the needs determ nation conponent of general planning. Procurenment specific
pl anni ng i nvol ves planning for a specific systemor acquisition. |In this

docunent, procurement specific planning is further broken down into the
Requi rements Anal ysis and Ot her Pl anni ng Conmponents.

B. 1. a. Needs Determ nation

The needs determination is an initial definition of a problemthat m ght be
sol ved through automation. It is also called a requirenments determ nation
Tradi ti onal conponents of the needs deternination are a basic systemidea, a
prelimnary requirenents definition, feasibility assessnent, technol ogy
assessment, and sone form of approval to further investigate the problem

A need may have been determ ned fromstrategic or tactical planning. The
follow ng definitions are fromthe GSA publication Acquisition of Information
Resources: Overvi ew Guide.

Strategic planning defines the major information resources activities
and types of information required by the organization and produces a

hi gh-1evel strategy for pursuing the organization's information resource
needs.

Tactical planning is the identification, scheduling, management, and
control of tasks necessary to acconplish individual activities
identified in the strategic plan

Acqui sition planning can only begin after an agency has determ ned that a need
exi sts. The needs deternmination phase is very high-level in terns of
functionality. No specifics of a systemare defined here. The idea for a new
or substantially upgraded system and the feasibility of the idea are expl ored.
During this early phase of the acquisition, the definition of the security
requi rement should begin with the prelimnary sensitivity assessnment.



Prelimnary sensitivity assessnent. The prelinmnary sensitivity assessnent
should result in a brief qualitative description of the basic security needs
of the system These should be expressed in terms of the need for integrity,
availability, and confidentiality.

This does not require an el aborate sensitivity analysis schene, but does
requi re an assessnent of the significance of the systens. Legal inplications,
federal policy, agency policy, and the functional needs of the system help
deternmine its sensitivity. Factors including the inportance of the systemto
the agency m ssion and the consequences of unauthorized nodification

unaut hori zed di scl osure, or unavailability of the system or data should be
consi dered when assessing sensitivity.

B.1.b. Requirenents Analysis

The requirenments analysis is an indepth study of the need. It draws on the
wor k done during the needs determ nation and develops it. Requirenents
anal yses are required by FIRVR Part 201-20.102:

Agenci es shall establish and docunent requirenents for
FIP (federal information processing) resources by
conducting a requirenents analysis comensurate with
the size and conplexity of the need.

The foll owi ng conputer security conmponents should be included in a
requi renents anal ysis:

- Anal ysis of integrity, availability, and confidentiality requirenents;
- Update sensitivity assessnent;

- Anal ysis of the |evel of assurance required;

- Pl anni ng phase risk anal ysis; and

- Prelimnary certification/accreditation plan.

As stated above, these anal yses present a conceptual franmework for conputer
security planning. They are intended to be used as a gui de, exanple, or
roadmap. O her methods of computer security planning are acceptable.

VWhile this section presents the conmputer security conponents of the

requi renments analysis in sequential fashion, they can be done in a different
order. For nmore conplex systens, they will need to be done cyclically unti
all of the conponents work together. For smaller acquisitions, all of the
conmponents can be conbined into one analysis. Figure 5 at the end of this
section shows how the conputer security conmponents of the requirenents

anal ysi s phase can interact.

Anal ysis of integrity, availability, and confidentiality requirenents.
Conputer security is defined as the process for determning, cost-justifying,
and applying the technol ogi cal safeguards and manageri al procedures to protect
i nformati on processing resources, including data, hardware, software,

t el ecomrmuni cations, and related services. |In practice, the need for
protection is expressed in terns of the need for integrity, availability, and
confidentiality. Integrity can be |ooked at from several perspectives. From

a user's or application owner's perspective, integrity is a quality of data
that is based on attributes such as accuracy and conpl eteness. From a systens
or operations perspective, integrity is the quality of data that it is only



changed in an authorized manner or that the system software/process does what
it is supposed to do and nothing nore. Like integrity, availability also has
a multi-part definition. Availability is the state when data or a systemis
in the place needed by the user, at the time the user needs it, and in the
form needed by the user. Confidentiality is the privacy, secrecy, or
nondi scl osure of information except to authorized individuals.

The first step in the analysis is to determ ne what the protection
requi renents are. The analysis will be built upon the sensitivity assessnent
done during the needs determ nation, but will be nore indepth and specific.

Thi s process should include an analysis of |aws and regul ati ons such as the
Privacy Act, the Federal Manager's Financial Integrity Act, the Conputer
Security Act, OVB circul ars, agency enabling acts, and other |egislation and
federal regul ations which define baseline security requirenents. After a

revi ew of mandated requirenents, agencies should consider functional and other
security requirenents.

At this level, as opposed to the needs determ nation |evel, the analysis
shoul d be system specific. The legal, functional, and other conputer security
requi renments should be stated in specific terms. For conplex systems, this
will require nmore than one iteration of the requirements anal ysis components.

Since nobst systens have at least minimal integrity and availability

requi renents, care should be taken to address these areas clearly. Conputer
security is nore than confidentiality. Even systens with no confidentiality
requi renent need security to neet integrity and availability requirenents.

Update Sensitivity Assessment. After conpleting the analysis of integrity,
availability, and confidentiality requirenents, the sensitivity assessnent
shoul d be updated based on the results.

Anal ysis of the |l evel of assurance required. The correct and effective use of
conmput er security controls is a fundamental building block of system security.
Assurance is the degree to which the purchaser of a system knows that the
security features and procedures being acquired will operate correctly and
will be effective in the purchaser's environnent.

bt ai ni ng assurance can be quite difficult because assurance can be expensive
and can be hard to quantify. This analysis needs to address how much
confidence is needed that the conputer security will work correctly and
effectively. The analysis should be based on both | egal and functiona

requi renents and will be the basis for determ ning how nuch and what ki nds of
assurance are required. This assurance analysis will lead directly to the
eval uation plan which will be developed in the solicitation phase. It can

al so be used to hel p deterni ne appropriate acceptance criteria.

As with other aspects of security, it is inportant to renmenber that the goa
is cost-effective security, not absolute security. Absolute security is
virtually inpossible to attain and can be cost prohibitive in terns of system
useful ness and dol | ars.

There are many techni ques for obtaining assurance. For a further discussion,
including a list of assurance nethods, see Appendi x B

Revi ew by Ot her Functional Groups. Depending on the size and scope of the
system a team or group of participants fromthe functional groups described



in the beginning of this chapter may be useful. Even for small systens, it
may be hel pful to get the assistance of the conputer security staff. These
functional groups may have insight into the integrity, availability,
confidentiality and assurance requirenents. Getting these groups involved
early in the planning process is inmportant since it may result in reduced life
cycle cost because it is easier to change requirenents in the early stages.

Pl anni ng Phase Ri sk Analysis. The planning phase risk analysis is a critica
step. It is used to deterni ne what types of controls will be cost-effective
and forns the basis for determ ning mandatory and desirabl e specifications.
OVMB Circular A-130 requires a risk analysis prior to the approval of design

specifications. 1In addition, a risk analysis can provide justification in
case specifications are protested.

The planni ng phase risk analysis will not necessarily be a | arge and conpl ex
docunent. The analysis, like other risk anal yses, should consider assets,

threats to the assets, potential vulnerabilities, and what can be done to
reduce vulnerabilities. The planning phase risk analysis should take into
consi deration what controls already exist and their effectiveness. The

pl anni ng phase risk analysis will probably require participation by the other
functional groups.

The pl anni ng phase risk analysis will use input fromthe anal ysis of
integrity, availability, and confidentiality requirenents as the basis for
determi ning the value of information assets and the inpact of security
failures. The selection of appropriate types of safeguards should take into
consideration the results of the level of assurance analysis. The planning
phase risk analysis, in turn, may point out deficiencies in the analysis of
integrity, availability and confidentiality requirements or the |evel of
assurance anal ysis by denonstrating the |ogical conclusion of the anal yses.

Further information on the planning phase risk analysis is contained in
Appendi x C.

Revi ew by certification and/or accreditation official. OWB Circular A-130
requires that systens be approved for processing based on the adequacy of the
safeguards. This process is referred to as both certification and
accreditation in different agencies. The approval is made by either the
program manager or a designated approving official. Since this official has
responsibility for accepting the risk, it is prudent to get approval of the
certification and/or accreditation approach. The certification and/or
accreditation approach should address the vulnerabilities that may exist in
the system The approving authority can advise the acquisition teamif the
ri sks appear to be acceptable. It is easier to incorporate requirenent
changes during the planning stage of a system acquisition than during the
solicitation, source selection, or contract adm nistration stages.

The acquisition team and the approving authority should al so di scuss what
forms of assurance the approving authority needs to nake a decision. This can
i nclude systemtests and other itens that need to be addressed in the
solicitation. Assurance is discussed in Appendix B

In addition, the procurenent initiator and the approving authority should

di scuss how changes to the systemand its environnent will be addressed. The
possibility of a security working group should be discussed. The group can
consi st of various types of people such as application sponsors; system
security, or database administrators; security officers or specialists; and
system or application analysts. Section IV.F presents specifications for this



group.

For further information on certification and accreditati on see FIPS PUB 102
Gui deline for Conputer Security Certification and Accreditation.

Cyclical Nature of the Process. As stated in the introduction, these

requi renents anal ysis sub-conponents nmay need to be perforned cyclically. The
conponents inter-relate and build on each other. Depending on the size and
conplexity of the system these conponents may be performed many tinmes as

i deas becone refined and focused. The flow nodel on the next page (fig 5)
shows how t he conputer security conmponents of the requirenments anal ysis phase
of the procurenment cycle can work together



Figure 5. Flow Mddel for Conputer Security Components.



B.1.c. Oher Planning Conponents

There are several other parts of the planning process that will incorporate
conmput er security in their cycles:

- feasibility study,

- system cost - benefit anal ysis,

- sof tware conversion study,

- anal ysis of technical alternatives, and
- mar ket surveys.

The feasibility study should also | ook at the conputer security of the system
If security is not considered during the feasibility study, then it is

possi ble for a conmputer systemto be acquired for which there is no cost-
effective security solution.

The cost-benefit analysis should use input fromthe planning phase risk

analysis. |If the cost-benefit analysis does not consider security, then it is
possible for it to favor a systemwhich will later require security upgrades
(which could be expensive). In addition, it could favor a systemwth

unnecessary exposures to traumatic fail ures.

The software conversion study, which exam nes the cost of re-establishing
software on a new hardware or software base, should include the cost of re-
establishing the desired degree of conputer security on the new system and
mai ntai ni ng security during the transition

The anal ysis of technical alternatives should rate the alternatives agai nst
their ability to nmeet all the requirenents including computer security.

The market surveys, which may include Requests for Comment (RFCs) or Requests
for Information (RFIs), should include the conputer security requirenents.

At the end of the planning phase, the governnent will have determ ned the
requi renents and the best ways to achieve them This will include a decision
on whether a requirenent can be net through acquisition or in-house

devel opnent. Many systens conbi ne these nethods. Since the planning phase

| ooks at the whole system the conmputer security and other functiona

requi renments shoul d have been adequately addressed to allow acquisition of
conponents while maintaining systemintegrity.

Many agenci es have an approval process, which may include conmputer security,
at the end of the planning phase. The approval can be used to see if the
procurenent incorporates a rational risk-based approach to security planning.
(I't is not necessary for the procurenent initiator to have exactly followed
the steps outlined in this special publication; other approaches can be used.)

B.2. SOLI CI TATI ON

The second phase in the procurenent cycle is the solicitation phase. This
covers the devel opnent and issuance of the request for proposals (RFP) and the
recei pt of proposals.

Al'l considerations surrounding the acquisition of the product or service nust
be addressed in the solicitation. This includes the description of what is
bei ng acquired; howit will be acquired; how it will be evaluated, tested, and



accepted; and how the contract will be adm nistered. Although the actua
eval uation of proposals or the adm nistration of the contract happens in |ater
phases, these areas nust be addressed now

An RFP is designed to allow the government to make a best val ue deci sion based
on an offeror's proposal. One of the strengths of the RFP process is the
flexibility it provides the governnent and the offeror to negotiate a contract
that best neets the governnment's needs.

The governnent can identify needed conputer security features, procedures, and
assurances in many ways. An RFP can be a flexible docunent which allows for
substantial creativity. Guidance on procurenment alternatives should be

obtai ned fromthe agency procurenment office or the contracting officer

Because of the flexibility, it is inpossible to address preci se mappi ng of the
conmput er security considerations into the uniformsolicitation. The
procurenent initiator needs to decide how the conputer security considerations
will be net given the many options an RFP provides.

This gui deline explains some of the considerations for devel oping a statenent
of work/specification and provides general guidance about evaluation, testing,
and acceptance of the conputer security features. The procurenment initiator
must deci de how a given feature, procedure, or assurance fits in the RFP. In
addition, this guideline provides gui dance about clauses.

B.2.a. Specifications and Work

The statement of work (SOW or specification is based on the requirenents
analysis. This section describes two types of sources for computer security
speci fications: general specifications and federally mandated specifications.

Security requirenents can be included in the SOWNas specifications, tasks,
| abor, work, |evel of effort, etc. The procurenent initiator should
concentrate on what is required and work with the contracting officer to
determ ne how to ask for it.

General Specifications

There are many sources of general conputer security specifications. N ST

gui dance docunments, such as this one, and gui dance from other federal agencies
and comercial groups are sone sources. The indexes to NI ST docunents are
referenced bel ow and are updated periodically. Al so, DoD has extensive

mat eri al that can be used for guidance. The Trusted Conputer Systens

Eval uation Criteria (TCSEC) or "Orange Book" is a DoD standard that defines
many conputer security specifications. The TCSEC is a DoD standard but NOT a
federal governnent standard. There are also specifications in other DoD and
ot her agency conputer security guidelines. Conmercial sources and trade
organi zati ons al so publish general conputer security specifications.

These conputer security documents can be reviewed for applicability to the
systen(s) being procured. They may represent areas that were overl ooked and
they can save tine since they provide already prepared SOV | anguage. Care
shoul d be taken when selecting features, procedures, and assurances fromthese
sources. The items may be grouped based on interdependenci es between the
items. It is necessary to understand the features, procedures, assurances,



and groupi ngs before specifying them separately.

Each specification nust be justified fromthe requirenents anal ysis,
specifically fromthe planning phase risk analysis. Safeguards recommended by
a general source should be considered, but they should not be included in an
RFP if the risk analysis does not support them

Federal | y Mandat ed Specifications

There are other sources of conputer security (and nonsecurity) specifications
which are required by law to be included in the RFP. These are often referred
to as directed specifications. All federal agencies must require that systens
conply with applicable FIPS PUBS and Federal Standards. Executive agencies
must conply with OMB Circular A-130. There are al so agency-specific directed
speci fications, which are official policies issued with the concurrence of
agency | egal and procurenent officials.

Directed specifications nmust be incorporated in an RFP if the system being
acquired matches the criteria in the directed specification. It is very

i mportant to be aware of directed specifications. |[If specifications in an RFP
conflict with directed specifications, a waiver nmust be obtained.

The follow ng publications contain lists of standards including FIPS PUBS and
Federal Standards:

- NI ST Publications List 58 - Federal Information Processing Standards
Publ i cati ons (FIPS PUBS) I ndex

- NI ST Publication List 88 - Computer Systens Publications

- NI ST Publications List 91 - Conputer Security Publications

- GSA Handbook "Federal ADP and Tel ecommuni cati ons Standards | ndex”

Ordering information for NI ST publications is printed on the inside back cover
of this document. The GSA Handbook is available fromthe Governnment Printing
O fice.

Anot her source for directed specifications is the Mddel Framework for
Managenment Control Over Automated Information Systens published jointly by the
Presi dent's Council on Management | nprovenment and President's Council on
Integrity and Efficiency. This docunent provides gui dance on requirenents for
control inposed by the Federal Manager's Financial Integrity Act of 1982, the
Privacy Act of 1974, and OMB Circulars A-123, A-127, and A-130. The Framework
states, "...federal managers are expected to:

- Understand the 55 control requirements identified in the report; and

- | mpl emrent a program that denonstrates conpliance with the requirenments.”

It is incunbent on the procurenment initiator to know what federal standards
apply to the systenm(s) being procured. Many people erroneously feel that this
is the responsibility of the contracting officer. These are technical issues
and are, therefore, the responsibility of the procurenent initiator

B.2.b. Evaluation

Eval uation is the process of determining if an offer neets the m ninum

requi renents described in the RFP and an assessnment of the offeror's ability
to successfully acconplish the prospective contract. This involves a

techni cal analysis of the merits of a proposal. As part of the solicitation
phase, the procurenent initiator, working with the contracting officer



devel ops an evaluation plan to deternm ne the basis for the evaluation and how
it will be conducted. The evaluation itself is performed during the source
sel ection phase of the procurement.

Devel opi ng an Eval uati on Pl an.

When eval uating conmputer security features, it can be difficult to assess if
the offer neets the mnimum requirenents or can successfully acconplish the
prospective contract. Therefore, offerors should have to provi de assurance
to the governnment that hardware and software cl ai ns regardi ng conputer
security features are true and that the offeror can provide the proposed
services. Since conmputer security, like other parts of conputer systems, is a
conpl ex and inportant subject, the offeror's assertions may not provide
sufficient assurance. Appendix B further discusses assurance and presents

i deas for how the government can obtain it. |In addition, section IV.D

provi des descriptions of documentation that can be used for assurance in the
eval uati on phase, such as the offeror's strategy for security.

How assurances are provided may, in fact, determne the ability of the
government to adequately assess them Security personnel need to be sure they
are asking for the information they really need. |If, after award, the
government determ nes that nore assurance is required, the government may be
liable for additional costs.

The determ nation of how the offerors will be required to provide assurance
shoul d be consi dered when devel opi ng the evaluation plan. This plan will be
used to hel p devel op sections of the RFP which provide instructions to the
of ferors and i nformation about how the proposals will be evaluated and how
source selection will be perfornmed.

As part of this process, a determ nation of security acceptance testing should
be made. It may be inmportant to coordinate eval uati on and acceptance to
effectively manage the security review and testing of proposals and

del i verabl es.

Items to Consider in the Evaluation Plan

The remai nder of this section presents ideas to assist with the devel opment of
the conputer security aspects of the evaluation plan. One aspect of the
eval uation plan is selecting evaluation team nenbers. Section II1.B.3, Source
Sel ection, discusses sone of the roles and duties of the evaluation team

When the evaluation plan is devel oped, keep in mnd that alternatives may
conflict with each other. For exanple, features which provide conputer
security can conflict with those that provi de ease of use. The governnent
must make it clear how offerors should propose different configurations and
present conflicting options and trade-offs. However, care should be taken to
keep proposal size manageable to facilitate review and to keep proposa
preparati on costs down.

When conputer security is inportant in the acquisition, it nmust be addressed
in the evaluation criteria so that offerors will know that it is inmportant to
the governnent. Offerors ook at the RFP to determ ne what the governnent
consi ders nost inportant.

Testing is one method of determining if the proposed system or product can
nmeet the conputer security requirenents. Depending on the nature of the



system this can be part of the proposal evaluation, in the formof |ive test
denmonstrations or benchmarks, or it can be part of post-award acceptance
testing. During the evaluation process there are different tines when the
testing can occur. There are cost, technical, and procurenment integrity

consi derations for deciding when testing is done. |In general, expensive tests
shoul d be kept to a minimum This will help control offeror proposa
preparation costs. Not only do expensive proposals limt conpetition, but the
costs are ultimtely passed to the governnent in higher contract costs.

Gui dance on testing alternatives should be obtained fromthe contracting

of ficer.

Note: Be sure the conputer systemtesting, especially performance testing, is
done with the conputer security features enabl ed.

Warning: The nore the procurenent initiator knows about the market place, the
easier it is to develop an evaluation plan. Proposals cannot be used for

mar ket research. The evaluation plan virtually cannot be changed after the
recei pt of proposals. Additional know edge | earned by readi ng proposal s
cannot be used to nodify the evaluation plan. It is worth the time to
research what kind of alternatives could be offered so a schene that reflects
the true priorities of the governnent can be devel oped.

B.2.c. Special Contract Requirenments

There are elenents in an RFP that are conputer security-related but are not
contained in the statenent of work or the evaluation criteria. These elenments
usual |y address rights, responsibilities, and renedi es assigned to the parties
of the contract. Mny tinmes such obligations survive the actual performance
period of the contract. Therefore, such elenents are best addressed through
speci fic contract clauses or requirements. The nondi scl osure of automated
informati on | earned during the course of the contract is one exanple.

Chapter four addresses clauses as well as statenent of work itens. The
procurenent initiator nmust coordinate with the contracting officer about
cl auses to be added to an RFP

B. 3. SOURCE SELECTI ON

Source selection is the determ nation of the successful offeror. The source
sel ection phase is based on the work done in the planning and solicitation
phases. This phase involves actually evaluating the proposals and naki ng best
val ue deci sions based on the evaluation criteria and other factors stated in
the RFP. Conputer security considerations incorporated during the planning
and solicitation phases will be a part of the evaluation and source sel ection.

An individual with extensive conputer security expertise should be part of the
eval uation team This expert should be available to review the origina
proposals as well as clarifications, discussion points, and best and fina
offers (BAFGCs). A good reviewteamis essential to the success of a
procurenent.

B.4. ADM NI STRATI ON AND CLOSEQUT

The final phase in the procurenent life cycle is adnministration and cl oseout.



Conmput er security issues for adm nistration and cl oseout shoul d have been
addressed when devel oping the solicitation. Two inmportant computer security
functions during this phase are acceptance and nonitoring contractor

per f or mance.

Acceptance. Acceptance refers to the government's decision to accept, and
therefore, pay for a deliverable. The governnent should be careful in
accepting deliverables. Testing by the governnment or an independent
validation and verification (1V&) contractor to deternmine that the system
does neet specifications can be very useful. This should include testing the
security of the system

Not e: Acceptance and approval to operate (certification or accreditation) are
related, but different concepts. The government normally accepts a
deliverable that meets the specifications in the contract. The approval to
operate is a separate decision made based on the risks and advantages of the
system It is incorrect to have the approval to operate as one of the
acceptance criteria.

Moni toring. In general, the government should plan to review contractor
performance to ensure that security has not degraded and that changes in the
environnment and systemthat result in new threats and vulnerabilities are
recogni zed and appropriate safeguards put in place. For nore conpl ex
contracts including nore than just purchase of hardware, a security working
group is an effective way to nonitor security. Section IV.F provides
features, procedures, and assurances related to contract admnistration and
cl oseout .

After award, the government's requirenents should not change. |f they do,
there are nechanisns to nodify the contract to accommopdate some changes.
However, these nodifications can be quite costly. |In addition, some changes

may require separate procurenents. As noted in the introduction to this
docunent, new security controls that are retrofitted to a system may not be as
effective as controls designed into the system









CHAPTER | V

SPECI FI CATI ONS, CLAUSES, AND TASKS

This chapter provides specifications, tasks, and clauses that can be used in
RFPs to acquire conputer security features, procedures, and assurances. None
of the specifications, tasks, or clauses are nmandatory. They are intended as
a source of general specifications, as defined in section IlIl.B.2.a. They are
written for different types of acquisitions including purchase of off-the-
shel f products, purchase of integrated systems, devel opment of applications,
and ot her conputer-rel ated services.

The specifications, tasks, and clauses are divided into ten categories.

Wt hin each category there nay be specifications, tasks, and/or clauses as
wel | as expl anations, considerations, and/or prescriptions about their use.
The specifications, tasks, and clauses are printed in courier typeface.

Expl anati ons, considerations, and prescriptions are in regular type face.

None of the specifications, tasks, or clauses should be used blindly. Each of
t hem shoul d be tailored to neet individual circunstances. The categories are:

A General Conputer Security

B. Control of Hardware and Software

C. Control of Information/Data

D. Document at i on

E. Legal |ssues

F. Contract Adm nistration, End of Task, C oseout
G Conput er Security Training

H. Per sonnel Security

l. Physi cal Security

J. Conmput er Security Features in Systens

A word of caution on the use of subcontractors: Ensure applicable conputer
security requirenents and/or certifications placed on prinme contractors are
al so reflected in subcontracts. This is called "fl owdown."

The categori es above do not address tasking |anguage for specific security
services such as having a risk analysis performed or having contractors
prepare security planning docunments. Tasking |anguage for these types of
services are provided in another N ST report, Sanple Statenments of Work for
Federal Conputer Security Services.



A. Ceneral Conputer Security

In keeping with OMB Circul ar A-130, Appendix Ill, security responsibility nust
be assigned. The responsibility must rest with a governnment enployee. This
item should be included to clarify responsibility. |[If the contract calls for

conputer security adm ni stration, managenment, or support, the delineation of
responsi bilities should be clear, with the governnent person retaining
ultimate responsibility.

The person responsible for conputer security is __
The foll owi ng can be used to show the rel ati onshi p between agency ownership of
federal information processing (FIP) resources and contractor use. These

cl auses help establish clear lines of authority and responsibility.

The governnent authorizes the use of agency conmputer resources (list specific
resources if appropriate) for contractor performance of the effort required by
the statenent of work of this contract.

The contractor shall conply with the requirenments of the agency conputer
security program as defined by (insert agency handbook, directives, manual s,
etc.)



B. Control of Hardware and Software

The government shoul d consider who can introduce hardware and software onto
the system and under what circunstances.

I ntroduction and Change of Software - In order to reduce the chance of viruses
and other fornms of mmlicious code, of illegal use of licensed software, and of
software that may open security vulnerabilities (such as operating system
utilities or untested software updates), consider restricting contractors by
using the follow ng types of specifications and tasks. These specifications
and tasks could be used when the contractor is providing a service such as
runni ng or maintaining a governnent conputer system

Only licensed software and i n-house devel oped code (including governnent and
contractor devel oped) shall be used on (system nane(s)). No public donain,
shareware, or bulletin board software shall be installed unless prior witten
approval is obtained fromthe contracting officer or COIR

The followi ng specification is fairly restrictive. The alternatives which
foll ow can be used to nodify the specification

The only hardware and software packages that shall be used on (system name(s))
is (listed here or specify section). All additional hardware and software
packages proposed for use, including upgrades, must be approved in advance and
in witing by the contracting officer or COIR

Al ternatives:
The contractor shall provide a list of software and hardware changes
_______ wor ki ng days in advance of installing (or other tine or
performance period).

The contractor shall provide an inpact analysis for proposed hardware
and software changes that includes an assessnent of possible new
security vulnerabilities (include other assessnment itens required)
wor ki ng days in advance of installing.

The contractor shall provide proposed hardware and software for testing
wor ki ng days in advance of | oading.

The contractor shall provide proof of |icense for new software

The contractor shall maintain a |list of hardware, firnware, and software
changes throughout the contract. The contractor shall provide this |ist
to the government (specify tinme franme and/or at the end of the
contract).

If the contractor is using their own software, then the follow ng
specification can be used to help protect the government from buying products
devel oped with stolen software.

The contractor shall provide proof of license for all software used to perform
under this contract.

The following clauses are reprinted fromFI RVMR Section 201-39.5202-5, Privacy
or Security Safeguards. FIRWVR Section 201-39.1001-3 prescribes that these
cl auses, or variations of them be used in solicitations and contracts



requiring security of FIP resources or for the design, devel opnent, or
operation of a systemor records using comrercial FIP services or support
services. Clause (a), which addresses ownership of and rights to devel oped
software, should be coordinated with the contracting officer or |egal counsel

(a) The details of any safeguards that the contractor may design or devel op
under this contract are the property of the government and shall not be
publ i shed or disclosed in any manner without the contracting officer's express
witten consent.

(b) The details of any safeguards that may be revealed to the Contractor by
t he government in the course of performance under this contract shall not be
publ i shed or disclosed in any manner without the contracting officer's express
witten consent.

(c) The governnent shall be afforded full, free, and uninhibited access to
all facilities, installation, technical capabilities, operations,
docunent ati on, records, and data bases for the purpose of carrying out a
program of inspection to ensure continued efficacy and efficiency of
saf eguards agai nst threats and hazards to data security, integrity, and
confidentiality.

(d) If new or unanticipated threats or hazards are discovered by either the
government or the contractor, or if existing safeguards have ceased to
function, the discoverer shall imediately bring the situation to the
attention of the other party. Mitual agreenent shall then be reached on
changes or corrections to existing safeguards or institution of new
saf equards, with final determ nati on of appropriateness being made by the
government. The government's liability is limted to an equitabl e adjustnment
of cost for such changes or corrections, and the government shall not be
liable for clainms of | oss of business, damage to reputation, or damages of any
ot her kind arising fromdi scovery of new or unanticipated threats or hazards,
or any public or private disclosure thereof.

One option to modify these clauses is to add a task related to clause (d):

The contractor shall provide an analysis of the new threat, hazard, or
vul nerability and recommend possible fixes or safeguards.

The followi ng two cl auses address other issues in the use of government

har dware and software by a contractor providing services. The governnent
shoul d include all restrictions such as single site |licensing, proper use to
mai ntain warranties, proprietary code, or special considerations.

Under no circunstances is a contractor pernitted to make any use of agency
comput er equi pment or supplies for purposes other than performance on this
contract.

The following itens of governnent furnished equipment or software have the
following |icensing or use restrictions: (provide list)

The speci al needs of personal conputers should be addressed. There are many
PC security options such as PC security hardware and software, | ocks,
renovabl e hard drives, and anti-virus software. Consider if these are needed
when PCs are acquired or if contractors will be using PCs. Renenber that a PC
used as a terminal is still a conmputer



The contractor shall not allow enployees to use files for |ogging onto systens
that contain the enpl oyee's passwords.

Pre-1 ogon warni ng nmessages can deter unauthorized use, increase conputer
security awareness, and provide a |legal basis for prosecuting unauthorized
access. Consider having an installation, support, or integration contractor
configure multi-user systens with a warni ng nessage. Warni ng nessages can
al so be used on contractor systens processing federal information.

The systen(s) shall be delivered/installed with the follow ng nessage
appeari ng before | ogon:

(or)

Contractor nulti-user systens used to process data under this contract shal
use the follow ng pre-logon warni ng nessage:

WARNI NG WARNI NG WARNI NG
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THI' S COVWPUTER | S OPERATED BY/ FOR THE U.S. GOVERNMENT. UNAUTHORI ZED ACCESS TO
AND/ OR USE OF THI S COMPUTER SYSTEM I S A VI OLATI ON OF LAW AND PUNI SHABLE UNDER
THE PROVI SIONS OF 18 USC 1029, 18 USC 1030, AND OTHER APPLI CABLE STATUTES.
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WARNI NG WARNI NG WARNI NG

Havi ng the contractor provide contingency, continuity of operations, and

di saster recovery plans for government systenms or for their own systems that
process governnment data is another inportant issue. The follow ng addresses
continuity of operations planning for a mssion-essential network, but can be
tailored for other types of systenms. To use this clause, the offerors nust
have sufficient information to be able to postulate the types of energencies
that could occur. It may be necessary to provide additional detailed
specifications to give offerors and eval uators enough information to

prepare/ review cost estimtes and to nmake objective eval uations.

Add to Section L:

As part of the proposal, the offeror shall submit a prelimnary continuity of
operations plan to address the planned reaction to threatened or actua
energencies. Provisions for testing the plan, at the option of the agency,
nmust be included in the proposal

The offeror shall describe how proposed architecture, technical capabilities

and organi zation will protect the system during energency situations. The
pl an shoul d state what priority the agency will have in terns of services,
repl acenent hardware, etc. Exanples of how these resources will be brought to

bear during an energency are required.

The offeror shall describe external emergency managenent interface
arrangenents that will be used with subcontractors if necessary.

The agency is concerned that service nay be degraded in a network environnment
in which switching systems and transni ssion channel are shared with others.
If the offeror proposes such a shared environnment, the offeror nust address
the foll owi ng issues:



- protection of critical agency users from access bl ocking;

- protection of network access ports from saturati on caused by ot her
traffic that may be using the network access ports; and

- provi sion of |ow delay, |ow blocking access to all necessary intercity
routes and access facilities for critical users during periods of
over | oad.

Add to Section C

After contract award, the contractor shall deliver a draft continuity of
operations plan for the system being acquired for agency approval within

ni nety days of receiving the agency approval and/or gui dance on the
prelimnary plan. The final continuity of operations plan shall be delivered
ni nety days after receiving agency approval and/or gui dance on the draft plan
The plan shall be periodically reviewed and updated annually by the Contractor
to ensure the accuracy and tineliness of the contents. Recommended updates
and revision based on this review shall be submitted to the agency for

approval wor ki ng days prior to incorporation in the plan.
Summary:
- Prelimnary plan submitted with proposal
- Draft plan submitted ___ working days after agency comment on
prelimnary plan; and
- Fi nal plan submitted __ working days after agency comment on
draft plan.

The continuity of operations plan shall detail the taking of appropriate and
timely action to protect system assets from damage or m sappropriation in the
event of the threat of a disaster or emergency. The enphasis shall be on
avoiding or mtigating the damage caused by such things as fire, flood, or
terrorist activity (nmodify to include threats to the system). The plan shall
at a mni num

- Include a risk assessnent;

- Identify essential functions or critical processes, conponents, and the
relationship of critical workload to variables such as tine to recovery;

- Identify activities that can be tenporarily suspended;

- Identify alternate procedures; and

- Identity action(s) to be taken to mtigate threats.

The continuity of operations plan shall detail the taking of appropriate and
tinmely action to return assets to use after damage, destruction, alteration or
m sappropriation. The systemrecovery portion of the plan shall include at a
m ni mum

- The basic strategy for recovery;

- Specifications for restoration procedures by conponent and subsystem
priority; and

- Specific responsibilities for emergency response.

The continuity of operations plan shall state how the plan shall be tested and
how often the tests shall be done. Annual testing is required as a m ni mum
and some tests should be done without advance notice.

As part of continuity of operations/contingency planning, consider how | ong
the system can be down.

In the event the system or any conponent is rendered permanently inoperative,



the contractor shall deliver a replacenment within __ wor ki ng days fromthe
date of request.

In the event the system or any conponent is unavail able for use due to

mai nt enance or repair or other reasons for a period of nore than ____ hours
(or days), or in the event that it is reasonably anticipated that maintenance
will exceed __ hours, the contractor shall nmake a | oaner or replacenent

available within ___ hours (or days).



C. Control of Information/Data

Contractors may have to work with information or data that the agency has
desi gnat ed as nondi scl osable. Cl auses should be used to prevent the
contractor fromdisclosing the information during the course of the contract
and after it has termnated. It is inportant to work with the contracting
officer to ensure that nondisclosure is adequately addressed for both
situations.

Any (list type of or all) information nade available in any format shall be
used only for the purpose of carrying out the provisions of this contract.
Information contained in such material shall not be divul ged or made known in
any manner to any person except as may be necessary in the performance of this
contract. Disclosure to anyone other than an authorized officer or enployee
of the contractor shall require witten approval of the contracting officer
(or contracting officer's technical representative/ COTR).

Any (list type of) information shall be accounted for upon receipt and
properly stored before, during and after processing. In addition, all related
out put shall be given the sane |evel of protection as required for the source
mat eri al

If it is necessary to disclose (type of) information to perform under the
contract, the contractor shall request witten authorization fromthe
contracting officer (or COTR) to make such necessary di scl osure.

(1) Except as provided el sewhere in this contract, the contractor shal
not di sclose (type of information) except to the individual specified in
this contract.

(2) Only those disclosures specifically authorized in witing by the
contracting officer (or COTR) nay be made, and only when it is clearly
shown by the contractor that such disclosures are essential to
successfully performunder this contract.

(3) Should the contractor or one of his/her enpl oyees nake any

unaut hori zed di scl osure(s) of confidential information, the terns of the
Default clause (FAR 52.249-8), incorporated herein by reference, nmay be
i nvoked, and the contractor will be considered to be in breach of this
contract.

I f nondisclosable information is released to prospective offerors in order for
themto prepare proposals, the follow ng clause can be used during the rel ease
of information.

| hereby certify that I will not disclose (type of information) unless
authorized in witing by the contracting officer (or COTR). | agree that,
whet her or not a contract is awarded to me, | will keep all information

confidenti al

The following itemis to prevent nondisclosable information fromleaving the
agency's control through such neans as being on a disk drive sent out for
mai nt enance.

The contractor shall ensure that (list type of) information shall not be
rel eased outside the control of the agency (or specific agency office),



i ncludi ng rel ease for maintenance or replacenent purposes, wthout the witten
consent of the contracting officer or COTR



D. Security Docunentation

Security docunmentation provides instruction about the use of the system
security, assurance that the security requirenment has been understood, and
supports a denonstration of meeting the requirenent. The itens below are

di vided into proposal and deliverable docunmentation. |In general
docunent ati on that shows that a requirenent has been understood will be
received as part of the proposal and will be used to evaluate the offeror

I nstructional documentation will, in general, be received as a deliverable

after contract award. Docunentation, such as test documentation, that
denonstrates that the contractor has successfully met the security requirenent
will normally be received as a deliverable after contract award.

Dependi ng on the nature of what is being acquired, these types of
docunentation can be m xed. For instance, an approach, abstract, or outline
of a Security Features User's Guide can be included in the proposal with the
final version as a deliverable. In the proposal phase, the docunent woul d be
used to evaluate the offeror's understanding of the security requirenment and
their ability to neet the requirenment. As a deliverable, this would become

i nstructional documentation. Be sure docunentation requested with the
proposal is used for evaluation of the offer and does not constitute having
the offeror prepare deliverabl es before award.

Dependi ng on what is being acquired, be sure to get systemleve
docunent ati on, not just conponent docunmentation. For any type of
docunentation at the system|level, the contractor should describe the system
security requirenent and how it has been inplenmented. The operating system
docunent ati on plus the security system docunentation plus application
docunent ati on does not equal system documentation. System security

docunent ation includes interrelationships anmong applications and with the
operating systemand utilities in its environment. Conponent docunentation
will generally be off-the-shelf, whereas system docunentation will generally
be devel oped by the contractor.

It may be necessary to provide additional detailed specifications, including
content and delivery schedule, to give offerors and eval uators enough
information to prepare/review cost estimtes and to nmake objective

eval uati ons.

PROPOSAL DOCUMENTATI ON

Offeror's strategy for security. This should be conmensurate with the size
and conplexity of the system Al systens acquisitions should request sone
formof offeror security strategy. |In this strategy, the offeror should state
how t he product or service will neet the security needs of the governnent.

O ferors of off-the-shelf products should match the features of the packages
to governnent specifications and address assurance. For conplex system

devel opnent efforts, this could include a plan for incorporating and assuring
security throughout the devel opment. An exanple of a clause requesting such a
pl an fol |l ows.

The offeror shall provide a plan that describes its automated information
security program The plan shall address the security neasures and program
saf eguards which will be provided to ensure that all information systens and
resources acquired and utilized in the performance of the contract by
contractor and subcontractor personnel



(1) Operate effectively and accurately;

(2) Are protected from unauthorized alteration, disclosure, or msuse
of information processed, stored, or transmtted;

(3) Can maintain the continuity of automated information support for
agency mi ssions, prograns, and function

(4) I ncor porate managenent, general, and application controls
sufficient to provide cost-effective assurance of the systenis
integrity and accuracy, and

(5) Have appropriate technical, personnel, admnistrative,
envi ronnental , and access saf eguards.

This plan will be included in any resulting contract for contractor
conpl i ance.

Offeror's internal security policy and plan. Procurenents that include
contract services can ask for this type of assurance docunment. Depending on
the scope of the acquisition, this may include copies of the offeror's
applicable computer security, personnel security, and physical security
pol i ci es.

DELI VERABLE DOCUMENTATI ON

Security Features User's Guide. A description of the protection mechani sns
provi ded by the system guidelines on their use, and how they interact with
one another. |If a systemis being procured, be sure to get systemleve
docunentation, as well as product docunentation

System Admini strator/Facility Manual. A manual addressed to the system

adm ni strator that presents cautions about functions and privil eges that
shoul d be controlled when running the systemor facility in a secure manner.
The procedures for exam ning and maintaining security features requested (such
as audit record structures) should also be requested. The nmanual should
descri be the operator and adnministrator functions related to security, to

i ncl ude changing the security characteristics of a user. |t should provide
gui delines on the consistent and effective use of the protection features of
the system how they interact, warning, and privileges that need to be
controlled in order to operate the systemor facility in a secure manner. |f
a systemis being procured, be sure to get systemlevel docunentation, as wel
as product documentation.

Test docunentation. A report that describes the test plan, test procedures
that show how the security nechanisns were tested and results of the security
mechani snms' functional testing.

Desi gn docunentation. A report that provides a description of the

manuf acturer's or devel oper's phil osophy of protection and an expl anati on of
how this philosophy is translated in the system This report can be the post-
contract award counterpart of the offeror's strategy for security; it

descri bes how the strategy was inplenmented. This can also include an informal
or formal description of a security policy nodel and an expl anation of how the
system enforces the security policy. For systens requiring very high security
assurance, formal description | anguages and nmat hematical nodeling may al so be
i ncl uded.

Addi ti onal information on documentation for automated systens is avail able
fromthe followi ng FIPS PUBs:



FI PS 38 Gui delines for Documentation of Conputer Prograns and
Aut omat ed Data Systens

FI PS 64 Gui delines for Documentation of Computer Prograns and
Aut omat ed Systens for the Initiation Phase



E. Legal |ssues

The contracting officer and the | egal departnment need to be consul ted about
| egal issues. This section addresses sone issues that the procurenent
initiator may want to discuss with agency procurenent and | egal staff.

It is possible for conputer products to cause security violations even if the
products are functioning correctly. These violations could be caused by the
product containing malicious code (i.e., virus or trojan horse), naking
operating systemcalls that bypass systemcontrols, or containing undocunented
backdoors that bypass security. Many manufacturers include backdoors so they
can assi st custoners.

The FAR contai ns general clauses which define the respective responsibilities
and allocate risks anbng the parties to a governnment contract. However

addi tional clauses may be needed to fully address specific conmputer security
requi renents. Such clauses, for exanple, nay address guarantees, warranties,
or liquidated damages. The specific wording of such clauses may vary from one
solicitation to another because they are a function of the particular need for
data integrity, confidentiality or availability and the nature of the system
bei ng protected.

Agencies may wi sh to consider the use of warranties, |iquidated damages, and
ot her cl auses establishing the contractor's conputer security-rel ated
responsibilities in contracts. Such clauses, when properly crafted, wll
provi de incentive to the contractor to assure that its products and services
meet the security requirements of the contract. Such clauses, when poorly
drafted or overly broad, can unnecessarily increase contract costs, limt
conpetition, complicate contract adm nistration and increase litigation risk.
These cl auses nust be prepared in conjunction with existing FAR cl auses.

Warranties provide a neans to require the contractor to fix products after
they have been accepted. A warranty is an agreenent by the contractor that it
will be liable for neeting the contract specifications for a stated period of
time after acceptance. (See FAR 46.7 and 52.246-17 through -20.)

Li qui dat ed danages provide a neans for the contractor to conpensate the
government for | osses that result from contract delays or other problens. The
pur pose of |iquidated damges cl auses and other cl auses fixing contractor's
performance responsibilities in the conputer security area is to provide
incentive for the contractor to nmake sure that the product only does what it
is intended to do and nothing nore. For exanple, the product should be free
frommalicious code. This is done by having the contractor pay for danmages
that result from poor security. Since the goal is to acquire secure systens,
the extent of the liquidated damages clause (or other such clause) should be
commensurate with the anticipated risks and danage to the governnent. A
speci fic maxi mum dol | ar val ue can be placed on the damages or other neans can
be used to Ilint the contractor's liability.

Note: These are not penalties. |If a security violation occurs, but does not
result in any loss, the contractor is not responsible for any liability or
i qui dat ed danage.

The following are exanples of integrity statements which may be nodified to
forma warranty, guarantee, or |iquidated damge clause. The exanples are not
i ntended to be used together and should be nodified for the operating



environnent. There are no exanples of custon zed enforcenent clauses (the
speci fic warranty, guarantee, or |iquidated damge) because they nust be
devel oped with the contracting officer and | egal counsel. FAR 52.246-17

t hrough -20 contain FAR standard warranties.

1. The subj ect product performs in accordance with all specifications,
certifications, and representations reflected in the docunentation
provi ded in Addendum 1 except as reflected bel ow

2. The installation instructions provided with the subject product if
properly followed shall result in the creation and nodification of only
those objects |isted bel ow

3. The subj ect product (hardware or software) shall not interact with any
ot her component (hardware, software, or firmmvare) of the systemonto
which it is being installed to performany function not described in the
docunentation |isted bel ow

4, The instructions provided for renmoving the subject product from any
systemonto which it has been properly installed, shall, if properly
foll owed, rel ease back to the system every object used to store the
subj ect product on the system

5. O her than the exceptions |isted bel ow, the subject product contains no
undocument ed functions and no undocument ed nethods for gaining access to
this software or to the conputer systemon which it is installed. This
includes, but is not Iimted to, master access keys, back doors, or
t rapdoors.

6. The subj ect product does not interfere or bypass the system security
software [insert name(s) of security software]. The program code only
performs request validation checking and enforces the action that the
system security software indicates should be taken. This processing is
done for all users. Any exceptions are |listed bel ow




Gover nment patents and ownership of devel oped software and systens are anot her
i mportant considerations that should be discussed with the contracting officer
and | egal staff.



F. Adm nistration, End of Task, Cl oseout

One issue for contract closeout is the return or destruction of government
data/information. Since information can be easily copied, the return of
originals does not fully address the destruction of the information. This

i ssue only needs to be addressed when the government is having information
processed on a contractor facility or conputer. Be sure that official agency
records or information is not destroyed before a copy of the information has
been received by the agency (if needed).

The contractor certifies that the data processed during the performance of
this contract shall be purged fromall data storage conponents of its conmputer

facility, and no output will be retained by the contractor after such tinme as
the contract is conpleted. |If imediate purging of all data storage
conponents is not possible, the contractor certifies that any agency data
remai ning i n any storage conponent wll be safeguarded to prevent unauthorized

di sclosures. (lnsert schedule.)

Gover nment furni shed equi pmrent (GFE) including hardware and software shoul d be
returned in accordance with normal procedures. Special computer security
consi derations include the return of the GFE in usable condition. This is
especially inportant if a systemis going to continue operation under the
government's or another contractor's control. The conputer security can be
transferred by having passwords reset by the government or by having the
contractor turn in the passwords. The delineation of security

responsi bilities during transition should be addressed. No specific |anguage
is provided because of the diversity and individuality of systens.

Returned software shall be certified to be in its original form

Anot her itemto be considered is computer accounts on governnent - owned
systenms. Accounts no | onger needed by the contractor should be term nated to
protect governnment resources, i.e., conputer tine, and to prevent malicious
activity by unauthorized users.

VWhen an enpl oyee no | onger requires access to the system (if the enpl oyee
| eaves the conpany or the contract), the contractor shall notify the COTR

within wor ki ng days. At contract conpletion or term nation, the
contractor shall provide a status list of all users and note if any users
still require access to the systemto performwork under another contract.

Any group accounts or other nmeans of gaining access to the systemshall be
listed also. This includes naintenance accounts and security bypasses.

If a user is fired or |eaves the contract or conmpany under adverse conditions,
the contractor shall notify the COIR before the enployee is renoved. |If the
removal is unplanned, the contractor shall notify the COTR i medi ately after
di smi ssing the enployee. This will allow the government to term nate his/her
access.

When an enpl oyee | eaves a contract and at contract closeout, it is inportant
to di spose of conputer files as well as accounts. Often only the person who
created/used the files has sufficient know edge to di spose of them |f the

contractor will be handling official agency records, be sure disposition is

made in accordance with agency records managenment instructions.

VWhen an enpl oyee | eaves the contract, the contractor project manager shal



ensure that all files are disposed of by transfer to another user, archive,
destruction, etc. The contractor project manager shall report (or certify)

di sposition in (time frame such as in a monthly report or within __ weeks of
t he enpl oyee | eaving.)

For conmpl ex contracts that include the devel opnent, inplenentation, or
operation of a conmputer facility or application, a security working group can
be used effectively to help maintain conputer security. The group can be
conposed of a conbi nati on of governnment and contractor personnel. Depending
on the operational environnent, the group can be used for

- i nformati on exchange;

- configuration managenent;

- certification and accreditation issues;

- anal yzi ng security requirenents;

- i dentifying new threats and vulnerabilities;

- i dentifying changes to the systemthat inpact security;

- recommendi ng solutions to security problens as they occur; and

- maki ng reconmendati ons based on tradeoffs between security and ot her
functional requirenents.

The foll owi ng exanpl es define a security working group used to support an
operational system

The contractor shall provide (nunber and type of) personnel for a security
control/review group. This group will address security problens, help provide
for the mai ntenance of accreditation or certification under the control of
(governnent person responsi ble for conputer security of systen), report
security problens, and make security reconmendati ons.

The contractor can be responsible for the admi nistration and support of the
group.

The contractor shall schedul e neetings nonthly (or other tinme frame), arrange
for (or provide) a room and take minutes. The mnutes will be submitted to
the COTR/ GTR wi thin one cal endar week after the neeting. The neetings shal
commence one nmonth (or other time frame) after contract award and continue

t hroughout the period of performance (or other ending tine).



G Computer Security Training and Awar eness

An inmportant goal of the Conputer Security Act is to have all personne

i nvol ved in the managenent, use, and operation of federal systenms trained in
conputer security awareness and accepted conputer security practices. OVB
Circular A-130, Appendix |11, specifically requires that contractor personne
i nvolved in the managenent, operation, programr ng, naintenance, or use of
federal systens be aware of their security responsibilities and howto fulfil
t hem

The followi ng can be used in the cases where the agency determ nes that N ST
Speci al Publication 500-172 "Conputer Security Training Cuidelines" adequately
addresses the security training requirenment for the contractor. This can be
tailored to include specific additional skills, training |levels, or audience
categori es depending on the requirenents of the agency. A time franme should
be specified for when the contractor personnel nmust have received the
training. The developnment of training certifications should be discussed with
the contracting officer.

The contractor shall, at a mnimum certify that all contractor personne

i nvolved in the managenent, use, and operation of (nane of) systen(s) who
perform work under the subject effort shall have received training appropriate
to their assignnent as defined in N ST Special Publication 500-172 "Conputer
Security Training Guidelines."

Each individual (or category of contractor personnel) proposed for the effort

shall be identified with appropriate audi ence category(s), as defined in N ST
Speci al Publication 500-172, pages 3-4. The contractor shall certify each as
havi ng recei ved conputer security training appropriate to their categories, as
denoted in the training matrix on page 6 of 500-172 and described in pages 8-

27.

Addi tional /refresher training shall be performed (tinme period).
Certification of this training shall be provided to the contracting officer no
| ater than cal endar days after the training has occurred.

The foll owing are exanples of tailoring the training specification.

In addition, all contractor personnel involved in the adm nistration of the
access control package shall have received training on the package equival ent
to __ hours of classroominstruction or hours of job experience using
t he package.

The contractor system security personnel shall have received training in the
operations of the systemthat includes a system c overview, the security
features, known vulnerabilities and threats, and security evaluation

met hodol ogi es.

The followi ng can be used when the acquisition agency has specific training
m ni muns that are available to the prospective offerors. The second paragraph
may be added as an Instruction to Offerors.

The contractor shall, at a mninmum certify that any personnel who perform
wor k under the subject effort shall have received security awareness and
skills training that is equivalent to that received by government personnel at
(fill in location).



is the responsibility of the prospective offeror to obtain the agency
under this

The

I't
guidelines for this training prior to the subm ssion of a proposa

solicitation at (fill in address and point of contact). (Alternate
agency gui delines can be included as an attachment to the RFP.)



H.  Personnel Security

Requiring vetting, or personnel screening, of contractor or subcontractor
enpl oyees as a condition for access to government resources is a recomrended
saf eguard. The type of access can be physical or conputer systens access.
The | evel of vetting should be based on an assessnment of risk, cost, benefit,
and feasibility. Vetting includes a range of inplenentations from m ninmal
checks to full background investigations. The extent of screening is
dependent on the sensitivity of the systemor data and the inplenmentation of
ot her administrative, technical, and physical safeguards.

Be sure to include in the contract:

- what types of investigations are required for what types of access;

- who will review the investigation to determ ne access privil eges;

- who is paying for the investigations;

- whet her the investigations nust be reviewed before access is granted;

- when names and supporting informati on nust be submtted;

- what ot her types of clearances (from other government agencies) can be
substituted; and

- how i nvestigations or results will be reported on or certified to the
contracting officer.

Different vetting could also be required for different types or |evels of
access. There are many kinds of investigations. OPM Federal Personnel Manua
Chapter 736 Subchapter 3 describes sone investigations as they pertain to
government investigations. The list below includes those and other fornms of

i nvesti gations:

- Revi ew of the enploynment forns conpleted by the individual

- Personal reference check

- Credit check

- Verification of enploynment for the last 2 years prior to current
enpl oyment ;

- Verification of education (high school or beyond) within the last 5
years that resulted in the awardi ng of a degree;

- Local police check in present county and state;

- Nat i onal crimnal check by private agency;

- Nat i onal Agency Check (NAC);

- Nati onal Agency Check and I nquiries (NACI);

- M ni mum Background | nvestigation (MI);

- Li m ted Background Investigation (LBI);

- Background I nvestigation (Bl); and

- Speci al Background | nvestigation (SBlI) that includes verification of al
previ ous places of enploynment and residence for a several year period
(e.g., 15 years).

Access to the governnment's resources is a privilege and should be revoked if
an individual beconmes a threat to the system

The governnent may renmove access privileges for contractor personnel for
unaut hori zed, negligent, or willful actions. These may include, but are not
limted to:

- expl oration of the system
- i ntroduction of malicious software;



- unaut hori zed nodification or disclosure of the systemor data; and
- failure to | ogoff.

There are other types of personnel security nmethods besides investigations
such as enpl oyee statenments regarding conflict of interest. Conflict of

i nterest can include procurenent integrity certifications, financia

di scl osure, or reports on outside activity. Be sure to specify what is
requi red, when the form(s) must be conpleted and what access decision(s) are
based on the form

If the agency has a computer systenms user agreement that states user conputer
security responsibilities (such as safeguardi ng passwords), it is appropriate
to require contractor personnel sign the agreenent before conputer systemns
access is granted. The followi ng clause can be nodified to be nore stringent
(such as agency recei pt of agreenent before access in granted).

The contractor shall insure that all contractor personnel sign the user
agreenent (sanple attached in Section J of RFP) prior to having access to
agency systens.

Care must be taken when addressing the area of contractor personnel. The
gover nment cannot engage in personal services contracts unless specifically
aut hori zed by statute. Personal services contracts are those where the
government has an enpl oyer-enpl oyee relationship with contractor staff. See
Part 37 of the FAR "Service Contracting." Requiring contractor personnel to
be vetted as a condition for enploynent under the contract suggests an

enpl oyer - enpl oyee rel ati onship. However, requiring vetting of contractors as
a condition for access to governnent resources is different. It does not

i mply an enpl oyer-enpl oyee rel ati onship since the governnent has a
responsibility to retain control of its resources.

Whil e the distinction above may seem minor, it can be essential during a
contract. It is inportant that the distinction is understood to avoid
personal services contracts while protecting governnent resources.



I. Physical Security

The followi ng types of clauses can be used for contracts where work will be
performed at the contractor |ocation

Physi cal security for conputer systens hel ps prevent theft, tanpering, and
destructi on.

The contractor shall provide physical security for (list components or
systems) other than those in agency controlled space and for information being
transmitted across (list networks). Physical security measures to be

i mpl enented include protecting the:

- site (e.g., access to conputer room;
- hardware (e.g., comunications processors, nodens); and
- sof tware and dat a.

The contractor shall identify (nane of system or components) equi pnent that
will be in nonagency controlled areas. Methods for physically protecting
these systens shall be provided by the Contractor. The protection shall be
agai nst damage, unauthorized access, alteration, nodification and destruction
whet her by act of nature, accident, or intrusion

Conmput er security should be considered as an issue for preaward site surveys.
In general, conputer security should be integrated into existing agency
clauses for preaward site surveys instead of using this clause.

VWhen it is deternmined that a preaward site survey is necessary in order to
verify that the security of a facility is adequate, the contracting officer
shall notify the offeror that such a survey will be necessary and coordinate
with the offeror as necessary. No contract for services or supplies will be
awarded until the survey is conpleted. The recommendations of the (office
perform ng survey), as appropriate, will be a significant factor in the
determ nation of responsibility.



J. Conputer Security Features in Systens

Conmput er security features in systens refer to specific functions to be

i ncor porated or bought with applications, operating systens, and hardware.
How security features are incorporated is dependent on the function and
envi ronnent of the system

For many systens, a conbination of features will be used, sonme of which are

i ncorporated in the operating systemand sonme in the application. For
exanpl e, additional access controls at a finer |level of granularity (record or
field) and edit checks are commnly incorporated at the application Ievel,
while file access may still be performed by the operating system Many ot her
security architectures are possible. Watever security architecture is
selected, it is inperative that the security features work together in the
system envi ronnment and that the docunentation and testing address the
coordi nat ed approach

This section addresses several controls that are normally associated with
operating systems but can be provided by an application. Additiona
application-oriented controls are described in FIPS PUB 73 Gui delines for
Security of Conputer Applications.

The features described in this section are a conbination of basic security
controls and sone advanced controls. The controls are described in functiona
specifications. Individual tailoring to specific environments will probably
be required. |If the intention of the procurenment is to acquire off-the-shelf
products, market surveys should be performed to determ ne what features are
currently comrercially available. Mdifying security features of off-the-
shel f products can be expensive. (Market surveys should be perforned in
accordance with agency policy.)

This section, like the other sections in this guidelines, is a list of
possi bl e features, procedures, and assurances. Additional information on the
uses of these features can be obtained fromagency security officials and N ST
and ot her publications. N ST Publication List 91, which is periodically

updat ed, catal ogues the N ST conmputer security publications. Technical terns
and concepts are explained in the glossary.

Note: The term "system' is used |oosely to nmean any collection of components,
hardware, software, firmmvare, processes, etc. The use of a nore specific term
is recomended. Terms such as "the offeror's solution" for integration
efforts, "the product” for a component buy, "application system" "operating
system" or specific references to parts of the systemarchitecture, i.e.
"trusted conputing base," are a few exanpl es.

Note: The controls are consistent with those specified in DoD s 5200. 28- STD.
See NCSL Bul l etin Guidance to Federal Agencies on the Use of Trusted Systens
Technol ogy.

J.1. Identification and Authentication Specifications

Identification and authentication are basic building blocks of security
features in systems. For many systens, every user initiated activity within
the conputer system (e.g., accessing or printing a file, sending a nmessage)
shoul d be attributable to a user of the system The identification is



normal |y perfornmed when the user logs on to the system whether through an
interactive terminal, or through some other nmechanism (e.g., using a batch
job, through a network connection). User authentication is normally perfornmed
by use of a password. However, there are many nethods of authentication. To
enforce accountability and access control, all users nust identify and

aut henticate thenselves to the system

The system shall include a nmechanismto require users to uniquely identify
thenmsel ves to the system before beginning to perform any other actions that
the systemis expected to nmediate. Furthernore, the systemshall be able to
mai ntai n authentication data that includes information for verifying the
identity of individual users (e.g., passwords). The system shall protect

aut hentication data so that it cannot be accessed by any unauthorized user
The system shall be able to enforce individual accountability by providing the
capability to uniquely identify each individual conputer systemuser. The
system shal |l al so provide the capability of associating this identity with al
audi tabl e actions taken by that individual. The systemshall be able to

mai ntain information for determ ning the authorizations of individual users.

The type of user authentication nechanism may need to be specified. The nost
comon type of authentication is passwords. N ST FIPS PUB 112 Standard on
Password Usage is a mandatory standard. |In addition, DoD CSC-STD- 00-85
Password Managenent Cui deline contains further information on passwords.

There are several other types of authentication nechanisns. User

aut henti cation can be based on three categories of information: sonething the
user knows, such as a password; sonething the user possesses, such as a token
and sonme physical characteristic (bionmetric) of the user, such as a
fingerprint. Authentication nethods enploying a token or biometric can
provide a significantly higher |evel of security than passwords alone. These

systens are referred to as advanced authentication technology. |In addition
cryptography is often incorporated i nto advanced aut henticati on systemns
especially in network applications. N ST will be providing guidance on

advanced aut henticati on.

J.2. Discretionary Access Control Specifications

Comput er systens access control is the nechanismused to specify "who"
(subjects) can do "what" to itens controlled by the system or application
(objects). The nobst common types of access are read, wite, nodify, execute,
and delete. The access control is said to be discretionary when users on the
system can pass access permi ssions to other users. This can be done directly
or indirectly, such as copying a file to a public area on the system

(Note: The term "access control" is also used to refer to physical controls.
This section addresses the | ogical access provided by the conputer system)

The system shall use identification and authorization data to deterni ne user
access to information. The system shall be able to define and control access
bet ween subj ects and objects in the conputer system The enforcenent
mechani sm (e.g., self/group/ public controls, access control lists) shal

all ow users to specify and control sharing of those objects by other users, or
defined groups of users, or by both, and shall provide controls to limt
propagati on of access rights. The discretionary access control mechani sm
shall, either by explicit user action or by default, provide that objects are
protected from unauthorized access. These access controls shall be capabl e of



i ncludi ng or excluding access to the granularity of a single user. Access
perm ssion to an object by users not already possessing access perm ssion
shall only be assigned by authorized users.

Comrerci al systens vary significantly with respect to the granularity of

obj ects to which discretionary access control is applied. Generally,
operating systens are organized to provide discretionary access control at the
file level. |In order to provide access control within an application, the
gover nment nust specify the types of objects, such as data el enents, that are
subj ect to the access control

If system being acquired is to be delivered with access controls established,
then the government nust provide a security policy, definition of data

obj ects, and list of access classes, access types, and accesses (who can do
what) to the data objects.

J.3. Audit Specifications

Audi ting provides protection in the sense that all meaningful actions within
the system may be recorded and sone user held accountable for each action
Audi ting can occur at the operating systemlevel or within a database or
application. The recorded audit data can assist the system security officer
in determning who is responsible for a problemor how a probl em was caused.
Audit data can be used to deter users fromattenpting to exceed their

aut horizations and to achi eve individual accountability. The key to
accountability in conputer and network systens is the recording and anal ysis
of effective audit trail information.

Some system designers provide for the auditing of an event w th nechani sns

t hat cannot be turned off by the operator, or systemsecurity officer. O her

system desi gners supply audit capabilities that can be turned on or off at the
di scretion of the operator or security officer, thus allow ng each |ocal site

to "tune" its auditing. There are a nunber of tradeoffs that nust be made in

deciding what is to be audited and how often

The governnent is responsible for selecting which events have the potential to
be audited and, after system acquisition, which events are recorded in the
audit trail. The governnment nust also specify how long audit information is
to be retained and on what nedia. These decisions should be based on how t he
audit data will be used.

The following is a three-part specification for auditing which should be
nodi fied for the type of system being procured. The first part of the
specification defines the auditing function itself.

The system shall be able to create, maintain, and protect from nodification or
unaut hori zed access or destruction an audit trail of accesses to the objects
it protects. The audit data shall be protected so that read access to it is
limted to those who are authorized.

The second part of this specification lists what types of events need to be
auditable. This list should be nodified to include security events rel evant
to the system function and environnent.

The system shall be able to record the followi ng types of events: use of
i dentification and authenticati on nechanisns, introduction of objects into a



user's address space (e.g., file open, programinitiation), deletion of

obj ects, and actions taken by conputer operators and system adm ni strators
and/or system security officers and other security relevant events. The
system shall also be able to audit any override of human-readabl e out put
mar ki ngs.

The third part of this audit specification is a description of the audit
record.

For each recorded event, the audit record shall be able to identify: date and
time of the event, user, type of event, and success or failure of the event.
For identification/ authentication events the origin of request (e.g.

termnal 1D) shall be included in the audit record. For events that introduce
an object into a user's address space and for object deletion events, the
audit record shall include the name of the object and the object's label. The
system admi ni strator shall be able to selectively audit the actions of any one
or nore users based on individual identity and/or object |abel

J.4. Cryptography Specifications

The foll owi ng subsecti ons address some of the ways cryptography can be used to
provi de conputer security services in systens and sone of the considerations
for using cryptography.

Crypt ography can be used to provide confidentiality and integrity protection
and can be used in the generation of electronic signatures. Confidentiality
of information can be provided through encryption, which is the process of
transformng information froma human intelligible formto an unintelligible
form Integrity can be provided through nessage authentication, which is a
cryptographi c process used to detect unauthorized changes to information
(transmitted or stored) in a conputer system An electronic (cryptographic)
signature is used as a replacenent for a handwitten signature.

Cryptography can be categorized as either secret key or public key. Secret
key cryptography is based on the use of a single cryptographic key shared
between two parties. The sane key is used to encrypt and decrypt the data.
Publi c key cryptography uses two keys: a private key which is known only to
its owner and a public key which is distributed. Either the public or private
key can be used to encrypt the data and the opposite key is used to decrypt

it.

Choosi ng which type of cryptography should be inplenented in a systemis
deternm ned by several factors. An agency should consider the requirenments of
the application and the types of services which can be provided by each type
of cryptography. It is possible that both secret key and public key
cryptography are needed in one system each perform ng different functions.

This section addresses three services provided by cryptography; encryption
data aut hentication, and el ectronic signatures; and two areas that must be
considered for any system using cryptography: key nanagenent and security of
cryptographi ¢ nodul es.

J.4.a. Encryption

If encryption of sensitive but unclassified information (except Warner



Amendment information) is needed in a federal information processing system
the use of the Data Encryption Standard (DES), FIPS 46-1, is required unless a
wai ver is granted by the head of the federal agency. The NCSL Bulletin on DES
dated June 1990 provides an overview of DES, addresses its applicability, and
descri bes wai ver procedures. Procurenment initiators should be aware that
software inplenentations of the algorithmfor operational use in genera

pur pose conmputer systems currently do not conply with the standard, and, if
used, a waiver is required.

NI ST provides a validation service for DES. A validation is required for
conformance with the standard. See section 4.f below and Appendix B for
further information on validations and assurances, including contract

| anguage.

The encryption provided by (the system or specific part of the system as
defined in the statenent of work) shall be acconplished in accordance with
FIPS 46-1 Data Encryption Standard. (Select validation |anguage from Appendi x
B.)

In addition to specifying the cryptographic inplenmentation, agencies should
consi der other technical variables such as throughput, systeminterfaces, and
data format. \While DES can work in any environment, the product that

i npl emrents the DES may have been custom zed for a particular environment.

O her inportant aspects of DES, such as key managenent and the security of the
nodul es, are addressed in sections 4.d and 4.e.

J.4.b. Data Authentication

DES is the basis for the Data Authentication Al gorithmdefined in FIPS 113,
Conmput er Data Aut hentication. The FIPS 113 provides integrity for information
usi ng a cryptographic check val ue known as the Message Authentication Code
(MAC). Applying the DES algorithm a MAC is cal cul ated on and appended to
information. To verify that the information has not been nodified at sone
later tinme, the MAC is recalculated on the information. The new MAC is
conpared with the MAC that was previously generated and if they are equal then
the informati on has not been altered. This standard should be used by
agenci es whenever cryptographic authentication is needed for the detection of

i ntentional nodification of information.

Note: FIPS 113 may be inplenented in hardware, software, firmmare, or any
conbi nati on thereof.

NI ST provides a validation service for FIPS 113. Agencies may require that
of ferors have products tested. For many applications, validation testing can
provi de cost-effective assurance. See section 4.f below and Appendix B for
further information on validations and contract | anguage.

The dat a/ nessage aut hentication provided by (the systemor specific part of
the systemas defined in the statenent of work) shall be acconplished using
message aut hentication codes as defined by FIPS 113. (Select validation

| anguage from Appendi x B.)

J.4.c. Electronic Signature



Usi ng cryptography, an electronic signature capability has been devel oped as a
repl acement of the handwitten signature. This capability can be used in ADP
systems anywhere a signature is required. For exanple, a signature may be
needed on an electronic letter, form or nessage. Like the handwitten
signature, the electronic signature can be used to identify the originator or
signer of ADP information. Unlike its witten counterpart, it also verifies
that information has not been altered after it was electronically signed.

An el ectronic signature can be generated using public key or secret key
cryptography. Using a public key system docunments in a conmputer system are
el ectronically signed by applying the originator's private key to the
docunment. The resulting digital signature and docunent are usually stored or
transmitted together. The signature can be verified using the public key of
the signer. |If the signature verifies properly, the receiver has confidence
that the docunent was signed by the owner of the public key and that the
nmessage has not been altered after it was signed. Because private keys are
known only to their owner, it is also possible to verify the signer of the
information to any third party. A digital signature, therefore, provides two
distinct security services: nonrepudiation and nessage integrity.
Identifying that electronic informati on was actually signed by the clained
originator to a third party provides nonrepudi ati on. Determn ning that
informati on was not altered after it was signed provides nessage integrity.

NI ST currently has a draft Digital Signature Standard (DSS), which has not yet
been assigned a FIPS nunber.

NI ST is planning on providing a validation service for the DSS. A validation
will be required for confornmance with the standard after N ST establishes the
val idation program See section 4.f bel ow and Appendix B for further

i nformati on on validations and assurances, including contract |anguage.

The followi ng contract clause should not be used until the draft FIPS is
finalized.

The public key-based digital signature capability provided by (the system or
specific part of the systemas defined in the statenment of work) shall be
acconplished in accordance with the Digital Signhature Standard (insert FIPS
nunber). (Select validation |anguage from Appendi x B.)

Usi ng DES, a secret key algorithm a MAC (a cryptographic check value) can be
used to provide an electronic signature capability. Calculating a MAC on
information in an ADP system provi des nessage integrity as described in
section 4.b above. A MAC can be used to identify the signer of information to
the receiver. However, the inplenentations of this technol ogy do not

i nherently provide nonrepudi ati on because both the sender of the informtion
and the receiver of information share the same key.

The el ectronic signature capability provided by (the system or specific part
of the system as defined in the statement of work) shall be acconplished in
accordance with FIPS 113. (Select validation | anguage from Appendi x B.)

J.4.d. Key Managenent

Key managenent is extrenmely inportant because the security of any
cryptographic systemis dependent on the security provided to the
cryptographic keys. |In order for a cryptographic systemto work effectively,
keys must be generated, distributed, used, and destroyed securely. Key



managenment is an issue in both secret key systems, such as DES, and public key
systenms. This section addresses secret key systens.

NI ST has devel oped a draft FIPS PUB for the management of cryptographic keying
material utilizing the Data Encryption Standard. (A FIPS nunmber has not yet
been assigned.) The draft FIPS PUB adopts ANSI X9.17 and specifies a
particul ar selection of options for the automated distribution of keying

mat eri al by the Federal Governnent. This standard nust be used by Federa
agenci es when desi gning, acquiring, inplenenting and nanagi ng keying nmateria
whi ch use DES and ANSI X9.17. Oher key managenent systenms may be approved by
NI ST for federal governnent use in the future.

NI ST provides a validation service for selected options of ANSI X9.17 and is
devel opi ng services for the new FIPS. Agencies may require that offerors have
products tested. For many applications, validation testing can provide cost-
effective assurance. See section 4.f bel ow and Appendi x B for further

i nformati on on validations and assurances, including contract |anguage.

The foll owi ng contract clause should not be used until the draft FIPS is
finalized. Mke sure that the validation section of the clause only specifies
options for which NIST is currently providing validation services.

The key managenent provided by (the systemor specific part of the system as
defined in the statenent of work) shall be acconplished in accordance with
(insert FIPS nunber).

Key managenent can be a conplex issue for large or diverse systems. Be sure
to request a key managenment systemthat neets the systenis specific needs.

J.4.e. Security of Cryptographic Mdules

The security of cryptographic nodules refers to the secure design,

i mpl enentation and use of a cryptographic nodule. The security of
cryptographi c nodules is inportant because cryptography is often relied on as
t he exclusive neans of protecting data when the data is outside the control of
the system The protection of the data is, therefore, reliant on the correct
operation of the cryptographic module. The know edge that a nodule is
operating correctly is referred to as assurance. Appendix B and section
[11.B.1.b further discuss assurance.

Proposed FIPS PUB 140-1 Security Requirenents for Cryptographic Standards
establishes the physical and |ogical security requirenents for the design and
manuf acture of cryptographic nodul es used to protect sensitive unclassified
information. Note: FIPS 140-1 can be used to provide assurance for DES and

ot her NI ST-approved cryptographic algorithms, such as the public key algorithm
used in the digital signature standard.

FI PS 140-1 defines four |evels of security, with Level 1 being the |owest and
Level 4 being the highest. Based on the |level of assurance anal ysis performnmed

during the security requirenments phase (sec. Il11.B.1.b), an appropriate FIPS
140-1 |l evel should be identified. N ST nay provide additional information
which will help agencies identify the appropriate |level. The identification

of the security level should be specified in the procurenent package.

FIPS 140-1 will replace FIPS 140, General Security Requirements for Equi pnent
Using the Data Encryption Standard (formerly Federal Standard 1027).



Currently agencies must require conformance with FIPS 140 (or obtain a waiver)
if cryptography is used to protect sensitive unclassified information. Since
testing is no |onger available for FIPS 140, agencies cannot require

val idation testing. |Instead, agencies should require an offeror’'s declaration
of FIPS 140 conformance or, if available, an NSA endorsenment. After FIPS
140-1 becones a standard, agencies should continue to require a declaration of
conformance until NI ST establishes the validation service. Only then can
agencies require FIPS 140-1 validations. The CSL Bulletin, "FIPS 140 - A
Standard In Transition," dated April 1991, provides additional informtion on
the standard and the wai ver procedure.

When FIPS 140-1 becomes a standard and NI ST has established the validation
program the follow ng clause can be used. A validation will be required for
conformance with the standard. See section 4.f bel ow and Appendi x B for
further information on validations and assurances, including contract

| anguage. These cl auses should not be used until FIPS 140-1 is finalized.

The design, inplenmentation, and use of the cryptographic nodul e provi ded by
(the systemor specific part of the systemas defined in the statenment of
wor k) shall be in conformance with FIPS 140-1, Level (insert level). (Select
val i dation | anguage from Appendi x B.)

J.4.f. Validations

NI ST currently provides validation services for FIPS 46-1, FIPS 113, and

sel ected options of ANSI X9.17. After an inplenentation is validated, N ST

i ssues a validation certificate and adds the inplenentation to a Validation
List. (Lists for validated inplenmentations are available by contacting N ST
or through their electronic bulletin board service, 301-948-5717 or fromthe
NI ST Val i dated Products List, updated quarterly.) Mnufacturers, integrators,
and of ferors may purchase validated inplenentations and use themin their own
products. As long as the validated inplenentation has not been altered, a
second validation is not perforned. Therefore, the product containing the
val i dated i npl enentation would not be on the validation Iist; however, the

of feror should be able to identify the validated inplenmentation used in the
product or supply a copy of the original validation certificate.

See Appendix B for nore information on validations and assurance. Appendi x B
specifically addresses options for validation testing and provi des contract
| anguage.

O her Sources

NI ST has other standards and guidelines that relate to cryptography. A list
of NI ST publications is available from N ST Publications List 91. For
ordering information, see the inside back cover of this document.

J.5. (Object Reuse Specifications

When a systemresource (nmenory or storage) is reused, there is a possibility
that the new user can view "residual information" left in the resource by the
previ ous user. The purpose of object reuse specifications is to prevent the

i nadvertent disclosure of residual information. Since object reuse may inpact
system performance, care should be taken in selecting and testing object



reuse.

The system shall be able to ensure that all authorizations to the informtion
contained within an object are revoked prior to initial assignnent, allocation
or reallocation to a subject fromthe system s pool of unused objects. The
system shall be able to ensure that no information, including encrypted
representations of information, produced by a prior subject's actions is

avail abl e to any subject that obtains access to an object that has been

rel eased back to the system

bj ect reuse specifications can be achieved either by clearing objects upon

al l ocation or upon deallocation. A third method involves establishing a "high
wat er mark" sensitivity of the object, allocating it only to processes of the
sane sensitivity. Objects can be cleared by overwiting each bit in the

obj ect. The m ni mum nunber of overwites should be specified.

J.6. SystemlIntegrity Specifications

The government can use commercial off-the-shelf diagnostic capability for

val idating correctness of the hardware and firmnvare operations. Cenerally
speaki ng such di agnostic offerings are not valid to verify the correctness of
the software inplenentation.

Har dwar e and/ or software features shall be provided that can be used to
periodically validate the correct operation of the on-site hardware and
firmvare el enents of the system

In addition, sonme vendors are using cryptographic techniques to verify the
integrity of their software. These can be used to ensure that software
received, or in storage, is the sane as the "master” copy of the software
mai nt ai ned by the vendor

J.7. System Architecture Specifications

As described in Appendi x B, "Assurance," the use of advanced system
architectures can provide assurance that the security features are correctly
and effectively inplenmented.

The mechani sns within the application that enforce the access control shall be
continuously protected agai nst tanpering and/or unauthorized changes.

The security-relevant software shall naintain a domain for its own execution
that protects its security nechanisns fromexternal interference or tanpering
(e.g., by nodification of its code or data structures). Resources controlled
by the system may be a defined subset of the subjects and objects in the
conmputer system The system shall maintain process isolation through the
provi sion of distinct address spaces under its control. The system shal

i solate the resources to be protected so they are controlled by the access
control and auditing requirenents.

Note: The word "donmmi n" as used here refers to the protection environnent in
which a process is executing. Domain is sonmetinmes also referred to as
"context" or "address space."

The procuring agency should be aware that over specification of the



architecture for a systemcan preclude integrators fromincorporating

ot herwi se valid existing products. Over specification can also elimnate |ower
cost alternatives resulting in a nore costly procurement. This over
specification is a common probl em and generally proves not to be cost
effective. Froma security perspective over specification can actually

precl ude adequate i nformation control

J.8. Labels and Mandatory Access Contro

The foll owi ng sections address |abels and mandatory access control. These are
enmergi ng security features in sonme off-the-shelf operating systens which may
be appropriate for use in sone computing environments. They are not required.

This section presents a brief introduction to and specification | anguage for
| abel s and mandatory access control. Labels and mandatory access contro
shoul d not be acquired or inplenented without a thorough know edge of access
control policy, information flow, and how | abels and mandatory access contro
wor k. Label s and mandatory access control can be costly in terms of dollars,
ease of use, ease of administration, and conputer resources.

These sections on | abels and mandatory access control are addressing only one
form of mandatory access. O her approaches, such as those based on roles, are
possible. section J.9 addresses |abels; section J.10 addresses nandatory
access controls. For additional guidance, the procurenent initiator should
contact the agency security official

Label s and mandatory access control are useful when acquiring multi-user
conmputer systenms with a requirenment for mandatory separation of sensitive

i nformati on and for which security |labels can be established. In practica
terms, this neans | abels and mandatory access control are nost useful if the
type and degree of sensitivity of the data can be established, and there is a
strong reason for using technical neans to enforce conpliance with policy.
Label i ng and nandatory access control require that there is a clear access
control policy that can be enforced.

J.9. Label Specifications

Label s can be used to have the system nanage sensitive objects. A label is a
pi ece of information that represents information about an object or subject.
Label s can be used for a variety of purposes including access control

speci fying protective neasures, and indicating additional handling

i nstructions. This docunment addresses using |abels for access control. It
should be modified if the |abels will be used for other purposes. |f |abels
are used for access control, then object |abels represent the degree and type
of sensitivity of the data in an object. Subject |abels represent the

aut horization of users to access degrees and types of sensitive data.

Security |l abels associated with each subject and storage object under the
system s control (e.g., process, file, segment, device) shall be maintained by
the system These |labels shall be used as the basis for access contro
decisions. |In order to inmport nonlabel ed data, the systemshall be able to
request and receive froman authorized user (e.g., systemor application
security admnistrator) the security |abel of the data, and all such actions
shall be auditable by the system



In order to ensure snmooth transition in the operating conditions of the system
when changes are necessary, and al so for mai ntenance purposes, it is sonetines
necessary to provide capabilities that allow the security |labels of objects to
be altered under carefully controlled conditions.

The system shall ensure that any feature that changes security labels is only
i nvocabl e by an authorized individual under the direct control of the system
or by a part of the system and that these actions are subject to auditing
requi renents.

J.9.a. Label Integrity Specifications

The follow ng specification addresses integrity requirenments for | abels.
Dependi ng on system architecture, it is not essential that a | abel be

mai ntained with the data. It is permissible to associate the |label with the
data. Sone operating systens nmintain the | abel inside the operating system
and store the data separately.

Security labels shall accurately represent the degree and type of sensitivity
of the specific subjects or objects with which they are associ at ed.

Throughout the system security |labels shall accurately and unanbi guously
represent and be associated with the information bei ng managed.

J.9.b. Labels and | nput/Qutput Specifications

Since all systens receive input (inport data) and produce output (export
data), the system designer nust address the problem of what to do with |abels
at system boundaries. How is inconm ng data | abeled? How is outgoing data

| abel ed? The input and output can be in electronic, paper, or other form

The system shall be able to desi gnate each conmuni cati on channel and /0O
device as either single-label or multi-label. Any change in this designation
shall be done by a properly authorized individual and shall be auditable by
the system The system shall nmmintain and be able to audit any change in the
security | abel or |abels associated with a comrunication channel or /0O

devi ce.

The Phrase "Properly Authorized" is understood to be the System Admi ni strat or
and Security O ficer or their designees.

J.9.b(1) Milti-Label Communications

VWhen i nformation contained in an object is exported fromthe system a neans
must be provided for the systemto accurately and unanbi guously associ ate the
security |label of the object with the information being exported. The Phrase
"exported by the systenf is understood to include transm ssion of information
froman object in one systemto an object in another system The form of
internal security labels may differ fromtheir external (exported) form but
the neaning nust be retained. This association is critical on multi-I|abe
channel s because the receiver will use the provided |abel both for processing
and access deci sions.

VWhen the system exports an object to a nulti-Ilabel 1/0O device, the security
| abel associated with that object shall also be exported and shall reside on



the sane physical nediumas the exported information and shall be in the sane
form (i.e., machine-readabl e or human-readable fornm). Wen the system exports
or inmports an object over a nulti-Iabel communication channel, the protoco
used on that channel shall provide for the unanmbi guous pairing between the
security | abels and the associated information that is sent or received.

J.9.b(2) Single-Label Comrunications

Two types of single | abel designations are possible. One type can be applied
to a channel or device by a Security Administrator. The second type can be
applied by an authorized user (e.g., application security adm nistrator) who
can designate which | abel, within a range, is to be applied to the subsequent
dat a/ object. Thus a device or channel may be multiple consecutive single

| abel s; but the system nmust communicate with an authorized user prior to each
| abel designation change.

Si ngl e-1 abel 1/0 devices and singl e-label comuni cati on channels are not
required to maintain the security |abels of the information they process.
However, the system shall include a nechani sm by which the system and an

aut hori zed user (e.g., application security adm nistrator) reliably

conmuni cate to designate the single security |abel of information inported or
exported via single-label comunicati on channels or 1/0O devices.

J.9.b(3) Labeling Qutput

The foll owi ng specifications address exporting data to a different
environnent, for exanple, fromthe internal systemenvironment to the office
envi ronnent or a networked environnent.

Prior to releasing an object to an environnment where accesses are no | onger
medi ated by the system the system nust associate the object with an externa
| abel that is conprehensible to the new environment. The external |abel nust
accurately represent the security | abel of the object as assigned by the
system

One of the nobst common exanples of nmoving a | abel into a new environnent is
| abel i ng human-readabl e output, specifically printouts. The follow ng
specification is an exanple of how the system can | abel printouts.

The system admi nistrator shall be able to specify the printable | abel nanes
associated with exported security labels. The systemshall mark the beginning

and end of all human-readabl e, paged, hardcopy output (e.g., line printer
output) with human-readable security | abels that properly represent the
overall sensitivity of the output. The systemshall, by default, mark the top
and bottom of each page of human-readabl e, paged, hardcopy output (e.g., line

printer output) with human-readabl e security |abels that properly represent
the overall sensitivity of the output or that properly represent the
sensitivity of the information on the page. The system shall, by default and
in an appropriate manner, mark other forns of human-readabl e output (e.g.
maps, graphics) with human-readabl e security |abels that properly represent
the sensitivity of the output. Any override of these marking defaults shal
be auditable by the system

The system administrator is usually the "user" designated to specify the
printed or displayed security label that is to be associated with exported



i nf ormati on.

J.10. Mandatory Access Control Specifications

As stated in section 2, access control is the nechanismused to specify "who"
can do "what" to itens controlled by the system The npbst conmon types of
access are read, wite, nodify, execute, and delete. The access control is
said to be mandatory when the system nedi ates access based on subject and
object labels. This prevents users fromaccidentally or deliberately
violating the access control policy.

The system shall be able to enforce a mandatory access control policy over al
subj ects and storage objects (e.g., processes, files, segnents, devices).
These subj ects and objects shall be assigned security |abels and shall be used
as the basis for mandatory access control decisions. The systemshall be able
to support two or nore such |abels. The follow ng requirenents shall hold for
all accesses between subjects and objects controlled by the system

- A subject can read an object only if the hierarchical attribute in the
subject's label is greater than or equal to the hierarchical attribute
in the object's | abel and the nonhierarchical attribute in the subject's
| abel include all the nonhierarchical attributes in the object's |abel

- A subject can wite an object only if the hierarchical attribute in the
subject's label is less than or equal to the hierarchical attribute in
the object's label and all the nonhierarchical attributes in the
subject's label are included in the nonhierarchical labels in the
object's | abel.

- Identification shall be used by the systemto ensure that the
aut hori zation of subjects created to act on behal f of the individua
user are a subset of the authorization of that user.



Appendi x A

Uni form Contract Format for Federal Governnent

RFP Secti on

Form

Supplies or Services

and Prices/ Costs

Descri ption/
Speci fications/
Wor k St at enent

Packagi ng and
Mar ki ng

I nspection and
Accept ance

Del i veri es or
Per f or mance

Requests For Proposal s (RFP)

Contents

Cover Sheet For RFP, with
Solicitation Nunber,

Type of Solicitation,

Due Dat e,

Procurenent Cont act

Point, etc. (SF33)

Li st of Products/ Services
to Be Provided by O feror

Defines Scope of Contract

and Requirenments I ncluding:

Mandat ory Specifications,

Optional Features Services
Speci fication may be included
as an Attachnent/ Section J

Shi ppi ng, Handl i ng, and
St or age Requi renents.
May Not Be Required For
Service Contracts.

St andards of Performance,
Reliability Requirenents,
Accept ance, Benchmarks,

I nspection, Quality Assurance

Time, Place, and Method of
Del i ver abl es/ Per f or mance.
Descri bes such things as:

Created By
Techni ca
and/ or Procurenent

Solicitation/Contract

Pr ocur ement

Cont ai ns standard
RFP i nformati on

Pr ocur ement

Devel oped from
ot her portions of
RFP. Contai ns

st andard RFP

i nf ormati on.

Techni cal &

Pr ocur ement
Descri bes
product/ services
to be procured.

Procurement &
Techni ca

St andard RFP
information with
speci al technica
requirenments if
necessary.

Procurenment &
Techni ca
Det er m nes how
product or service
is to be accepted
and nust perform
Cont ai ns standard
RFP i nformati on
with specific
techni ca

requi renents.

Procurenment &
Techni ca
Cont ai ns standard



G Contract
Adm ni stration
Dat a

H  Special Contract

Requi renment s

I. Contract Cl auses

J. List of Attachnments

K. Representations,
Certifications, and
O her Statenments
of Offerors

L. Instructions,
Condi ti ons, and
Notices to Offerors

Li qui dat ed Damages,

Equi pnent Repl acenent,
Field Modifications,

Al ternati ons, Maintenance
Response Tinme and Down Ti ne

Credits, Product Repl acenent,

Variation in Quantity,
Delivery and Installation
Schedul e, Stop Work Orders,
Etc.

Contract Adm nistration such
as:

Aut horities of Governnent
Personnel, Required Reports,
Hol i days, Use of Governnent
Property, Financial

I nformation

Cl auses Other Than Those
Requi red By Law Regul ati ons
I ncl udi ng:

Warranties, Replacenent
Parts, Engi neering Changes
Recor di ng Devi ces,

Har dwar e/ Sof t war e Mbni tors,
Site Preparation, Financial
Reporting, Transition

Requi renents, Handling of
Data, Security, Etc.

Cl auses Required By Law
Regul ati ons not O herw se
Required for a Particul ar
Secti on.

Any Addi ti onal
and Techni cal
For COfferor.

Pr ocur ement
I nf ormati on

All Statements Required of
the O feror by Law
Regul ati on/ Agency.

O feror Must Conpl ete and
Return with proposal.

Requi rements for Proposals.
Specifies the Plans,
Approaches, References, and
O her Information the

O feror Must Submit

Proposal Eval uati on.
Requires O feror To Tell

RFP i nformati on
wi th speci al

t echni cal

requi renents.

Procurenment &
usual Il y Techni cal

Normal |y standard
RFP i nformation
wi th speci al
techni cal

requi renents.

Procurenment &
Techni cal

Normal 'y standard
RFP i nformati on
with speci al

t echni cal

requi renents.

Pr ocur ement

Cont ai ns standard
RFP i nformati on

Procurenment &
Techni cal

Pr ocur ement

St andard RFP
i nf ormati on

Procurenment &
Techni ca

Addr esses how

of feror should
respond to
statement of work
as set out in the
eval uati on
criteria.



How They W I I/ Can Meet The
Requi renments Described In

Section C
M  Eval uation Factors Descri bes How Proposal s Procurenent &
For Award W Il Be Eval uated and the Techni cal
criteria against which
proposal will be eval uated.
Al so Describes how a Source
will be sel ected.

For further informati on, see FAR 15. 406.






Appendi x B

Assur ance

There are many net hods of attaining assurance that the security features work
as proposed. Since assurance nethods tend to be qualitative rather than

quantitative, they will need to be evaluated. Assurance can also be quite
expensive, especially if extensive testing is done. It is useful to evaluate
t he amobunt of assurance received agai nst the cost to make a best val ue
decision. It is inportant to consider assurance nethods within the context of

the statenent of work, evaluation plan, and acceptance test plan

The sel ection of assurance nethods should be consistent with and foll ow from
the requirenents analysis, especially fromthe risk analysis. Since sonme of
the nethods are inpossible for certain types of federal information processing
(FI'P) acquisition or are restrictive of conpetition, care nust be taken in

sel ection. See the note on assurance and conpetition at the end of this
appendi x.
It will normally be best to use a conbination of nmethods. Each nmethod has

strengths and weaknesses in ternms of cost and what kind of assurance is
actual ly being delivered. None are foolproof. Each nethod has restrictions.
An accrediting and/or certifying official or conputer security official can
hel p determ ne the strengths and weaknesses of each nmethod based on the type
of system(s) being procured.

Many of these assurances are evaluations. Care nmust be taken to know what
evaluation criteria were used and exactly what the eval uati on neans.

Eval uations and testing all have limts. No organization can afford to test
every possibility including how the evaluated iteminteracts with other system
conponents.

Met hods

Testing/quality assurance. There are many techni ques that have been devel oped
for use with "critical" or high assurance systens. These techni ques can be
applied to security software. These devel opment and acceptance techni ques
provi de assurance for systems. The followi ng NI ST publications provide
further explanation:

FIPS PUB 101 Gui deline for Lifecycle Validation, Verification, and
Testing of Conputer Software

FI PS PUB 132 Gui deline for Software Verification and Validation
Pl ans

SP 500- 144 Gui dance on Software Package Sel ection

SP 500- 165 Software Verification and Validation: |Its Role in

Conput er Assurance and Its Relationship with Software
Product Managenent Standards
SP 500- 180 Cui de to Software Acceptance

Agency quality assurance, safety, or reliability personnel may al so be able to
provi de assistance. The contractor devel oping the system or application can
provi de security testing. The devel opnent and acceptance testing can al so be
done by an independent validation and verification contractor (I1V&Y). |If
testing is going to be done by an independent contractor, this needs to be
specified in the RFP



NI ST conformance testing and validation suites. N ST produces validation
suites and conformance testing to determine if a product (software, hardware,
firmvare) meets specified standards. These test suites are devel oped for
specific projects and use many nmet hods. New test suites are being devel oped.
In general, testing is performed by the vendor and validated by N ST, or
testing is perfornmed by a certified |aboratory. Follow ng are exanples of two
types of NI ST conputer security testing:

- DES i npl enentation testing (reference Special Publication 500-20). To
validate the correctness of the inplenentation, vendors run specified
tests and send the results to NIST. [If the vendor passes the test, N ST
i ssues a validation certificate.

- FIPS PUB 113 data authentication algorithmtesting and ANSI X9. 17 key
managenment for point-to-point environnments. Vendors connect to a N ST
bulletin board that interactively runs the test suite for the selected
standard. |If the vendor passes the test, N ST issues a validation
certificate.

Eval uati ons by governnment agencies. CGovernment agencies eval uate products for
use in their environments. These evaluations may or may not be published. It
is inportant to ask offerors to supply evaluation results as part of an
assurance package. These evaluations are normally not endorsenments by the
agenci es.

NSA' s Eval uated Products List (EPL). The National Security Agency (NSA)
eval uates some computer operating systens and security packages agai nst
DoD 5200. 28- STD, Trusted Computer Systenms Evaluation Criteria (TCSEC or
Orange Book) .

Eval uati ons by i ndependent organi zations. Trade and professiona

organi zati ons are possible sources of independent evaluations. Ask offerors
to provide information on eval uations which they consider pertinent to their
proposal

Eval uati ons by another vendor. Private conmercial organizations nmay offer
product assurance testing and evaluations. These may | ack the independence of
government and trade organi zati on eval uati ons.

Eval uati ons by anot her government. O her governnents, including severa

Eur opean governnents and Canada, are researching eval uation techni ques and
criteria. Care should be taken to observe the differences in environments and
governmental priorities.

Product has been accredited to operate in sinmlar situation. Once again,
these accreditations are not published. It is inportant to ask offerors to
supply the accreditation results. These, even nore so than evaluations, are
not normally endorsenents. Accreditations are environnent and system
specific. Since accreditation balance risk agai nst advantages, the same
product may be accredited for one environnment but not for another

Self-certification following a formal procedure, e.g., FIPS 102. A vendor
self-certification does not rely on the work of an inpartial or independent
reviewer. It is a vendor's technical evaluation of a systemto see how wel
it meets an internally stated security requirenment. Even though this method
does not provide an inmpartial review, it can still provide sonme assurance.



The vendor's reputation is put on the line and a certification report can be
read to deternmine if the security requirement was defined and if a neani ngfu
revi ew was perforned.

Self-certification under the auspices/review of an i ndependent organi zati on.
This nethod may be able to conbine the | ower cost and greater speed of a self-
certification with the inpartiality of an i ndependent review. The review
however, may not be as thorough as an eval uation or testing.

Warranties, Integrity Statenments and Liabilities. Wrranties are another
source of assurance. |If a manufacturer/producer is willing to correct errors
within certain tinme franes or by the next release, this should give the
purchaser a sense of conmmitnment to the product and of product quality. An
integrity statement is a formal declaration or certification of the product.
It can be backed up by a promise to (a) fix the item (warranty) or (b) pay for
| osses (liability) if the product does not conformto the integrity statenent.
See section IV.E, "Legal I|ssues," for nore information.

Manuf acturer's published assertions. A nmanufacturer's or devel oper's
publ i shed assertion or formal declaration provides assurance based on their
reput ati on.

Assurance documentation. There are several types of assurance docunentation
Descriptions are provided in section |V.D, "Docunmentation."

Use of advanced or trusted devel opnent. O ferors may provi de docunmentation to
show t hat they have used advanced or trusted system architectures, devel opnent
nmet hodol ogi es, or software engi neering techniques. Use of the trusted
computi ng base (TCB) concept, formal nodeling, and mathematical proofs are
some exanples. Offerors should describe how these techniques and

met hodol ogi es were enployed and how they help protect the system (A
specification for a trusted conputer base architecture is included in
"Features in Systens," sec. I1V.J.7.)

Assurance Met hods and Conpetition.

Since not all assurance nethods are equally available to all vendors,
requiring any one assurance nethod can limt conpetition. This is especially
true for evaluations. |If the government specifies that a product pass a
certain test to get on a list of "qualified" products before it is acquired,
then there may be special rules that nust be followed. FAR 9.2 addresses
qual i fied products.

The governnent, according to a basic procurenment philosophy, tries to maintain
a "level playing field" while providing incentive for vendors to provide
advanced products. Requiring that a vendor use an assurance nethod that is
not accessible by all vendors limts conpetition and may preclude the
government from consi dering new ideas.

There are many net hods for increasing conpetition while still neeting the
government's requirenents. Discuss with the contracting officer the use of
scoring assurance nethods or providing incentives and disincentives. These
can be used to "give credit" to offerors who have had their products eval uated
while maintaining full and open conpetition

Note: In a scoring schenme, it must be possible for an offeror to gain the
maxi mum numrber of points possible using assurance methods that are equally



accessible to all
Contract Language for Validation Testing

The follow ng considerations and contract | anguage, based on the Federal ADP &
Tel ecommuni cati ons Standards | ndex, can be used to help increase assurance and
pronote conpetition. Although the clauses are addressed to the use of N ST
conformance and validation testing, they can be nodified for use with other
forms of assurance. (Note: Sone N ST validations, such as DES validations,
are required and some are optional.)

Testing and validations can be perforned at several stages during an
acquisition. These clauses address three types of testing: delayed
validation, prior validation testing, and prior validation. For delayed
val i dation and prior validation testing, be sure to custonize the tine frame
parameter in Part 2 of the solicitation wording to ensure that any

resubm ssions for validations are done in a tinely manner.

Del ayed Validation. Wen an agency determ nes that the nature of the
requirenent is such that inplenentations of a FIPS may be offered that have
not yet been tested for conformance to that FIPS or if an inplenmentation of
the FIPS will be devel oped during the course of the contract, the "Del ayed
Val i dation" solicitation wording option should be used.

Prior Validation Testing. Wen an agency determnes that it is essential for
i mpl enentation of a FIPS to be previously tested for conformance to that FIPS
before being offered, and the nature of the requirenent is such that an

i mpl enmentation of a FIPS may be initially offered that has not been fully
validated (i.e., inplementation has not fully denonstrated conpliance to the
FIPS), the "Prior Validation Testing" solicitation wording option should be
used. For exanple, some validation procedures, especially for compl ex FIPS,
allow for stages within the process.

Prior Validation. Wen an agency determines that it is essential for

i mpl enentations of a FIPS be validated (i.e., inplenentation has been tested
and has denonstrated conpliance to the FIPS) for conformance to that FIPS
prior to being offered the "Prior Validation" solicitation wording option
shoul d be used.

Solicitation Wrding: Validation of FIPS |Inplenmentations

This clause can be nmodified to address particular FIPS and particular system
conponents. Wthin a solicitation, different testing options can be specified
for different conponents.

In addition to the FIPS i npl enentation requirenents specified el sewhere in
this requirenents docunment, all inplenentations of FIPS that are brought into
the Federal inventory as a result of this docunent for which validation is
specified, and those inplenentation used by vendors to devel op prograns or
provi de services shall be validated using the official validation system

speci fied by the National Institute of Standards and Technol ogy (NI ST)
Conput er Systens Laboratory (CSL). Validation shall be in accordance with CSL
val idation procedures for that FIPS. The results of validation shall be used
to confirmthat the inplenentation neets the requirenents of the applicable
FIPS as specified in this docunment.

To be considered responsive the offeror shall



(1) Provide validated FIPS inplenentation through (select testing option and
i nsert appropriate paragraph from bel ow. "Delayed Validation," "Prior
Val i dation Testing” or "Prior Validation.")

(2) Agree to correct all inplenentation nonconformance fromthe applicable
FIPS reflected in the validation summary report not previously covered by a
wai ver. Al areas of nonconfornmance nmust be corrected within 12 nonths (or
other time frame) fromthe date of contract award (or fromthe date of the
sumary report) unless otherwi se specified in this docunment. |If an
interpretation of the FIPS is required that will invoke the procedures set
forth in FIPS PUB 29-2, such a request for interpretation shall be made within
30 cal endar days after contract award. Any corrections that are required as a
result of decision nmade under the procedures of FIPS PUB 29-2 shall be
conpleted within 12 nonths of the date of the formal notification to the
contractor of the approval of the interpretation. Proof of correction in
either case shall be in the formof a CSL Certificate of Validation or

regi stered validation summary report for the corrected inplenmentation

Failure to nake required corrections within the time limts set forth above
shall be deened a failure to deliver required material. The |iquidated
damages as specified for failure to deliver the operating system or other
system conponent (software, hardware or firmmvare) shall apply.

Testing Options:
"Del ayed Validation"

The offeror shall certify in the offer that all inplenmentation of FIPS,
i ncluding applicable FIPS options, offered or devel oped in response to
this document will be submitted for validation. If the inplenmentations
are to be devel oped they shall be submitted for validation upon
delivery. If the inplenentations are avail able and have not been
previously tested or validated then the inplenmentations shall be
submtted for validation upon contract award. 1In either case, when the
i mpl enentation is submtted for validation the subm ssion shall include
a request to have the validation be conpleted at the earliest possible
date permitted by the CSL validation procedures. Unless specified

el sewhere, proof of submission for validation shall be in the formof a
| etter scheduling the validation and the subsequent delivery by the

of feror of a CSL registered report or CSL certificate inmediately upon
recei pt thereof. Proof of testing shall be provided in the formof a
CSL registered validation sunmary report. Proof of validation shall be
inthe formof a CSL Certificate of Validation

"Prior Validation Testing"

The offeror shall certify in the offer that all inplenentations of FIPS,
i ncluding applicable FIPS options, offered in response to this docunent
have been previously tested or validated and included on the current
list of validated products maintai ned by the Conputer Systens Laboratory
(CSL). Unless specified el sewhere, proof of testing shall be provided
in the formof a CSL registered validation sumary report. Proof of
validation shall be in the formof a CSL Certificate of Validation.

"Prior Validation"

The offeror shall certify in the offer that all inplenentation of FIPS,



i ncl udi ng applicable FIPS options, offered in response to this docunent
have been previously validated and included on the current |ist of
val i dat ed products maintai ned by Conmputer Systens Laboratory (CSL).

Unl ess specified el sewhere, proof of validation shall be in the form of
a CSL Certificate of Validation.






Appendi x C

Pl anni ng Phase Ri sk Anal ysis

A planning phase risk analysis is simlar to a "regular” risk analysis. They
share the sane goal and overall strategy. The goal is to identify

vul nerabilities and offsetting controls. The l|ogical outcone of any risk
analysis is the acquisition and/or inplenmentation of cost-effective security
controls. This is often referred to as the risk reduction phase. (Another
product of the risk analysis is the identification of residual risk which
cannot be further reduced or elimnated in an econom cally feasible manner by
currently avail abl e neans.)

The strategy of a risk analysis is to exanm ne potential |osses that may result
from weaknesses in system security and the danmage that may result fromthe
occurrence of certain threats. 1In order to do this, a risk analysis contains
the foll owi ng conponents:

Asset identification and val uation
Threat anal ysis

Vul nerability assessment

| npact anal ysi s

Det erm nation of risk

Since the goal of a risk analysis is the selection of cost-effective
safeguards, a risk analysis is actually a decision-support tool. By

i dentifying those areas with the greatest potential for |Ioss or harm the risk
anal ysis provides a basis for a system manager to make i nformed choi ces about
controls. This allows the manager to allocate precious resources based on
need and expected effectiveness.

The pl anni ng phase risk analysis is performed during the planning stage of
system acqui sition and during the design stage of a systemlife cycle. As

di scussed in section II1.B.1.b and section Il1l1.B.2, this analysis is used as a
basis for deciding which safeguards are nandatory and whi ch are desirable.

The anal ysis should, therefore, concentrate on itens that are related to
system acqui sition decisions. |In addition, it will help support the

eval uation plan's ranking of the desirabl e safeguards.

As the term "planning phase” inplies, further risk analysis is required during
the life of a system OMB Circular A-130 requires periodic risk analysis for
general support systens. However, depending on the nature of the system how
it is being devel oped or acquired, and other factors, there are many pl aces
during the systens |life when a formof risk analysis nmay be useful. In
general, risk analysis should be viewed as an iterative process to take into
account changes in the system the system environnent, and know edge about the
system The nature of the risk analysis should al ways be conmensurate with
the placenent in the systens |life and the sensitivity of the system

How to Perform a Pl anni ng Phase Ri sk Anal ysis

Al t hough a pl anni ng phase risk analysis is very much like a risk analysis,
there are differences. A planning phase risk analysis is |ess precise. The
anal ysis considers projected costs, assets, threats and vulnerabilities, not
current ones. The inpacts of failures are based on a projection of system



use. The enphasis of risk analysis is the assessnent of existing assets and
controls. The planning phase risk anal ysis enphasizes the inpacts of possible
security problenms and howto mtigate them

The planni ng phase risk analysis should be perfornmed in keeping with federa
and agency gui dance. The agency risk analysis office or conputer security
of fice should be consulted.

The pl anni ng phase risk anal ysis need not be a | arge and conpl ex docunent. |t
shoul d focus on defining and documenting system security requirenents. The
purpose of a risk analysis is not to spend a lot of time trying to quantify or
descri be assets and inmpacts but to provide a basis for nmaking infornmed
deci si ons about system security. Therefore, the |level of detail should be
comrensurate with the sensitivity of the system and the need for decision
support.

Exi sting agency risk anal yses can be used as a starting point. Si nce many
i nformati on processing resources are bought as part of either an existing
facility, application, or system nmany aspects including physical
application, user, and facility environment may al ready be known.

A planni ng phase risk analysis nmethodol ogy based on the FIRVR Federa

I nformati on Processing Standard Publication (FIPS PUB) 73 and ot her source
material is presented in GAO Report Agencies Overl ook Security Controls During
Devel opnent (GAQ | MTEC- 88-11S) and reprinted below. Additional material on
risk analysis is available fromthe sources referenced in the GAO report and
from

Speci al Publication 500-174 Guide for Selecting Automated Ri sk Anal ysis

Tool s
NI STI R 4325 U.S. Departnent of Energy Ri sk Assessnment
Met hodol ogy
NI STIR 4749 Sanpl e Statements of Work for Federal Conputer

Security Services.

GAO Met hodol ogy

This is a risk methodol ogy, based on a system devel opment |ife cycle,
publ i shed by the GAO. Agenci es can use other nethodol ogies or nodify this
one. Nothing in this nmethodology is required. The methodol ogy does not
provi de much detail; the references cited above and in the nethodol ogy can be
used to provide additional guidance. (Note: FIRMR citations are fromthe
1988 version.)

Initial Risks

1. Identify the inpact of major failure including:

a. an anal ysis of expected |osses calculated in dollars or other
significant indicators (FIRMR, Section 201-7.103-2) such as (FIPS
73, p. 27):
1. extent of inconveni ence or hardship to individuals.
2. extent of lives |ost.
3. extent of disruption to the national economy or nationa

security.
b. an analysis of, but is not limted to, the inpact of the follow ng

risks (FIRMR, Section 201-7.103-2):



1. physi cal destruction or |oss of data and programfiles (also
in FIPS 73, p. 27; FIPS 31, p. 10).

2. theft or disclosure of information (also in FIPS 73, p. 7),
data confidentiality issues (FIPS 65, p. 9), inproper
di ssem nati on and carel ess disposal (FIPS 41, p. 12)

3. m suse of ADP system that is, fraud, vandalism etc., (see
also falsified data, FIPS 73, p. 27; theft of information or
assets, FIPS 31, p. 10).

4, del ay or prevention of ADP operation (see al so unavail able
data or services, FIPS 73, p. 27).

5. lack of reliability of automated data processing equi pment
and utilities.

6. altered or inaccurate data (also in FIPS 73, p. 25).

potential inpacts are assessed for every application that wll
mai ntain or process sensitive or mission-critical information

(implied in FIPS 73, p. 27).

2. Estimate the frequency of npjor failure in the areas of:

Poooo

i naccurate data,

fal sified data,

di scl osed dat a,

| ost data or progranms, and

unavail abl e data or services (FIPS 73, p. 27).

3. Estimate the cost of mmjor failures:

a.

Cal cul ate an annual | oss expectancy that conbines the estimtes of
the value of potential |oss and probability of loss (FIPS 31, p.
11). See prior risk section (2C. 1.,2) for the inmpact and frequency
of failure estimates that the agency should include inits

anal ysi s.

Renedi al security neasures are identified to address significant
threats (FIPS 31, p. 13) and vulnerabilities (FIPS 73, p. 25),

i ncl udi ng nmeasures such as:

altering the environnent (FIPS 31, p. 13),

erecting barriers (FIPS 31, p. 13),

i mprovi ng procedures (FIPS 31, p. 13),

early detection (FIPS 31, p. 13), and

. contingency plans (FIPS 31, p. 13).

The cost of renedial nmeasures is identified including an
identification of the |east cost mx of security neasures (FIPS
31, p. 13).

SAER N



Appendi x D

GLOSSARY

Acceptance The act of an authorized representative of the government by which
the governnent, for itself or as agent of another, assunmes control or
ownership of existing identified supplies tendered or approves specific
services rendered as partial or conplete performance of the contract. It is
the final determ nation whether or not a facility or system neets the

speci fied technical and performance standards.

Access control Specifically conputer systems access control. Restrictions on
the types of interactions between subjects (i.e., persons) and objects (i.e.
files or data elenments). Access can be divided into types of access such as
read, wite, nodify, or execute. (Access control also includes physica

access control.)

Acqui sition Acquiring by contract with appropriated funds supplies or
services by and for the use of the federal government through purchase or

| ease, whether the supplies or services are already in existence, or nust be
created, devel oped, denobnstrated, and evaluated. Acquisition begins at the
poi nt when agency needs are established and includes the description of
requirenents to satisfy agency needs, solicitation and sel ection of sources,
award of contract, contract financing, contract performance, contract

adm ni stration and those technical and nmanagenent function directly related to
the process of fulfilling agency needs by contract. See also procurenment.

Accreditation A critical managenent deci sion nade by an agency officia
regardi ng the adequacy of security safeguards, i.e., whether the safeguards
reduce risk to an acceptable level for the intended function. It nust be
based on reliable technical information. It is the approval to operate a
conputer system See certification.

ADP Automatic data processing. ADP refers to the resources used to process
automated i nformation, including tel ecommunications. The FIRMR now uses the
term Federal |Information Processing (FIP) resources.

Admi ni stration Specifically contract adm nistration. Government managenent
of a contract to ensure that the governnent receives the quality of products
and services specified in the contract within established costs and schedul es.

Anal ysis of integrity, availability, and confidentiality requirenments An
anal ysis of the protection requirements of a system based on the systenl s need
for integrity, availability, and/or confidentiality.

Anal ysis of |evel of assurance An analysis of the Ievel of confidence needed

that the security of a systemw Il work correctly and will be effective. This
anal ysis forns the basis for the procurenment eval uation plan and/or acceptance
pl an.

Assurance A neasure of confidence that the security features and architecture
of a conputer system neet the security requirenents.

Authenticate To establish the validity of a claimed identity.

BAFO Best and Final Ofer. An opportunity for offerors in the conpetitive



range to submit final proposals.

Bi dder Any entity that responds to an invitation for bids with a bid. See
of feror.

Benchmark A test of the capabilities of a proposed system using customnm zed
wor kil oads

Certification

1) Security certification A technical analysis of a systemor application
relative to a set of systemrequirenments used for the purpose of
accreditation. See accreditation

2) Security certification A technical analysis and formal declaration by
an agency official that an application or systemneets all applicable
federal policies, regulations, and standards, and that safeguards are
adequate for the application.

3) Procurenent certification A signed statenment by an offeror

Cl oseout Includes all final contract activities, e.g., ensuring conpletion of
all requirements, making the final paynment.

Commercial off-the-shelf (COTS) Software and hardware that already exists.
It is also referred to as off-the-shelf.

Conpetition in Contracting Act of 1984 (CICA) A statute that made severa
revisions to federal contracting including requiring that specifications be
devel oped in an "unrestricted manner" to obtain full and open conpetition

Comput er Security The protection of automatic data processing assets from
harm This includes the protection of data, hardware, firmvare, and software.
Harmis defined as a loss of integrity, availability, or confidentiality.

Conput er Security Act of 1987 A statute "to provide for a conputer standards
programwith the (National Institute of Standards and Technol ogy), to provide
for governnent-w de conputer security, and to provide for the training in
security matters of persons who are involved in the managenent, operation, and
use of federal conputer systens, and for other purposes."”

Confidential Private, nondisclosable. (In this guideline confidential never
refers to classified material.)

Contingency planning Plans to assure that users can continue to perform
essential functions and that a reasonable continuity of data processing
support is provided at all tinmes. These plans can include emergency response,
backup operation, and post-di saster recovery.

Contracting Officer (CO A person with the authority to enter into
adm nister, and/or term nate contracts and nmake rel ated determ nati on and
findi ngs.

Contracting O ficer's Technical Representative (COTR) An individual to whom
the Contracting O ficer del egates certain contract responsibilities, usually
related to technical direction and acceptance issues. Also called Governnent
Techni cal Representative (GIR) or the Contracting O ficer's Representative
(COR) .

DAC See discretionary access control



Del egati on of Procurenment Authority (DPA) A grant of authority by GSA to
acquire FIP resources or services. See section |I.B.2.

Deliverable A product or service that is prepared for and delivered to the
government under the ternms of a contract.

DES Data Encryption Standard. FIPS PUB 46-1. Specifies an algorithmto be
i mpl enmented for cryptographic protection of sensitive data.

Di scretionary access control A neans of restricting access to objects based
on the identity of subjects and/or groups to which they belong. The controls
are discretionary in the sense that a subject with a certain access perm ssion
is capabl e of passing that pernission (perhaps indirectly) on to any other

subj ect. See access control and mandatory access control

Directed specification A specification that nmust be included in statenents of
wor k based on federal law, policy, or regulation.

Domai n  The uni que context in which a programis operating.

Eval uati on

1) Security evaluation The exani nation of the technical and nontechnica
security features of a conputer system and other safeguards that establishes
the extent to which a particular design and inplenmentation neet a specified
set of security requirenents.

2) Procurenent technical evaluation The exam nation of proposals in order
to determ ne technical acceptability and nerit. This is part of the source
sel ection process.

3) Product security evaluation The exam nation of the security features of
a product against a stated set of requirenents or criteria. Product

eval uations are often perfornmed in a | aboratory setting.

Federal Acquisition Regulation (FAR) The regulation that codifies uniform
acqui sition policies and procedures for Executive agenci es.

Federal Information Processing (FIP) FIP refers to the resources and services
used to process automated information, including teleconmunications.

Federal Information Resources Managenent Regul ation (FIRMR) The regul ation
that sets forth uniform policies and procedures pertaining to acquisition of
i nformati on resources; used in conjunction with the FAR

Features Specifically technical security features. The security-rel evant
functions, mechani sms, and characteristics of system hardware, firmwvare, and
software. Technical security features are a subset of system security

saf eguar ds.

FIPS PUB Federal Information Processing Standards Publication

Fl owdown The extension of prine contractor requirenents to subcontractors.

Ful | and open conpetition The consideration of all responsible sources in a
procurenent, as required by the Conpetition in Contracting Act.

GSBCA General Services Board of Contract Appeals.



GTR Governnment Techni cal Representative. See Contracting Oficer's Technica
Represent ati ve.

IFB Invitation for Bid. A solicitation document used when contracting by
seal ed bi ds.

| TSEC Information Technol ogy Security Evaluation Criteria. The harnonized
security criteria of France, Germany, the Netherlands and the United Ki ngdom

I V& 1 ndependent Verification and Validation.

Label

1) Security label A piece of information that tells a system how to handl e
data. The | abel can be used to control access, specify protective neasures,

or indicate handling restrictions required by a security policy.

2) Access control |abel A piece of information that represents the
security level or sensitivity designation of data in an object or the access
aut horization of a subject.

Latent defects Defects that exist at the tinme of acceptance but are not
di scoverabl e by a reasonabl e inspection

Li qui dat ed danmages Conpensation to the governnent for damages that result
fromthe contractor failing to deliver supplies or performservices. (See FAR
12.2 and 52.212-4).

Live test denonstrations (LTDs) The denonstration of capability or period of
time during which a government user requires an offeror to performcertain
user-wi tnessed activities. These can include one or nore benchmark tests.
These occur prior to contract award.

MAC Message authentication code or mandatory access control

Mandat ory access control A neans of restricting access to objects based on
the sensitivity (as represented by a |abel) of the information contained in
the objects and the formal authorization of subjects to access information of
such sensitivity. |In a nmandatory access control environnent, users cannot
pass their access rights to others w thout express concurrence of the access
control authority. See access control and discretionary access control

Mandatory requirements Those contractual conditions and technica
specifications that are established by the government as being essential to
meeting required needs.

Mechani sm Specifically security nmechanism See saf eguard.

Mul ti-1abel Having information with different sensitivities on one system A
mul ti-1abel secure systempermts sinultaneous access by users not authorized
by the mandatory access authority to access all of the data and prevents

unaut hori zed access. This termis normally used to describe systenms with

nonhi erarchical information sensitivities and where the systemis relied upon
to enforce a mandatory policy. See label and multilevel.

Mul tilevel Having information with different sensitivities on one system A
mul til evel secure system permts sinmultaneous access by users not authorized
by the mandatory access authority to access all of the data and prevents
unaut hori zed access. This termis normally used to describe systens with



hi erarchical information sensitivities and where the systemis relied upon to
enforce a mandatory policy. See multi-I| abel

Needs determ nation An assessnent, performed as part of initial system
pl anni ng, which | ooks at the needs of an agency that m ght be met through
aut omat i on.

Object A passive entity that contains or receives information. Access to an
object inplies access to the information it contains. Exanples of objects
are: records, blocks, files, progranms, video displays, printers, network
nodes, etc.

bj ect reuse The renoval of residual data froma systemresource prior to
reassi gnment and reuse.

O f-the-shelf Software and hardware that already exists. It is also referred
to as comercial off-the-shelf (COTS).

O feror Any entity that responds to an RFP with a proposal. See bidder
Orange Book See TCSEC.

Preaward survey An evaluation by a surveying activity of a prospective
contractor's capability to performa proposed contract.

Presolicitation The period preceding release of a solicitation that includes
preparati on of docunentation required by federal regul ations.

Procedure Specifically security procedure. A type of safeguard based on
human actions (as opposed to technical features). These can be referred to as
adm ni strative saf eguards.

Procurenent Includes all stages of the process of acquiring property or
servi ces, beginning with the process for determ ning need for the property or
services and ending with contract conpletion and cl oseout.

Procurenent initiator The key person who represents the programoffice in
formul ating information resources requirenents and managi ng presolicitation
activities. Also called program manager, sponsor. This person often becones
the contracting officer's technical representative (COTR)

Program manager See procurenent initiator.

Protest A written objection by an interested party to a solicitation for a
proposed contract for the acquisition of supplies or services or a witten
objection by an interested party to a proposed award or the award of such a
contract.

RFC Request for Conment. An announcenent requesting industry conment on a
proposed system or other acquisition.

RFI  Request for Information. An announcenent requesting information from
i ndustry in regard to a planned acquisition and, in sonme cases, requesting
corporate capability information.

RFP Request for Proposals. A solicitation docunent used in negotiated
acqui sitions to comruni cate governnment requirements and to solicit proposals.



RFQ Request for Quotation. A solicitation docunent used in negotiated
acqui sitions to comruni cate governnent requirements and to solicit quotations.

Requi renents analysis A part of the acquisition cycle in which the
requi renments for a system are devel oped.

Responsi bl e prospective contractor To be responsible, a prospective
contractor nust neet the requirenments of FAR 9.104-1 which include the ability
to be able performthe contract based on the financial, technical

organi zational, ethical, and |legal position of the contractor

Responsi ve prospective contractor To be responsive, a prospective contractor
must conply in all material respects with the solicitation

Restrictive specification A detailed and precise description of an iten(s)
bei ng acquired that needlessly limts conpetition, e.g., "brand nane" w thout
the words "or equal."

Ri sk analysis The process of exam ning assets, threats, and vulnerabilities
in order to deternmine cost-effective security controls.

Saf eguard Any action, device, feature, nechanism procedure, technique, or
ot her nmeasure that reduces the vulnerability of or threat to a system Also
call ed controls or counternmeasures.

Sensitive information Any information which the |oss, nisuse, nodification
of , or unauthorized access to, could affect the national interest or the
conduct of federal progranms, or the privacy to which individuals are entitled
under Section 552a of Title 5, U S. Code, but that has not been specifically
aut horized under criteria established by an Executive order or an act of
Congress to be kept classified in the interest of national defense or foreign

policy.

Sensitivity assessnent An initial assessnent of the general sensitivity of an
agency function.

Singl e-1 abel A subset of a nulti-I|abel systemin which only one type of
| abel ed information is processed at a tine. See |abel and nulti-I abel

Solicitation An official governnment request for bids/proposals often
publicized in the Comerce Business Daily.

Source selection The process of evaluating proposals and determn ning which
of feror will be selected for contract award.

SEB Source Eval uati on Board. A board conprised of technical, contract,
i nformati on resources managenent, and other representatives whose prinmary
function is to evaluate proposals received in response to an RFP

Specification A description of the technical requirenents for a materi al
product, or service. Specifications should state only the governnent's actua
m ni mum needs and be designed to pronote full and open conpetition, wth due
regard for the nature of the services to be acquired.

Sponsor See procurenent initiator.



Statenent of work (SOW A statenment of the technical specification in the RFP
t hat describes the work or systemrequired by the governnent.

Subj ect An active entity, generally a person, process, or device that causes
actions such as the flow of information.

TCSEC Trusted Conputer System Evaluation Criteria. DoD 5200.28-STD. The
Depart ment of Defense security evaluation criteria. Also called the Oange
Book.

Threat Any circunstance or event with the potential to cause harmto a system
in the formof destruction, disclosure, nodification of data, and/or denial of
servi ce.

Trusted conputing base (TCB) Specifically DoD 5200.28. The totality of

protection nmechanisns within a conputer system-- including hardware,
firmvare, and software -- that are responsible for enforcing a security
policy.

Vetting Specifically personnel vetting. The process of investigating
personnel with the intent to approve or di sapprove access to governnent
resources. The investigations can range from m ni mal checks to ful
background i nvestigations. Also called personnel screening.

Vul nerability A weakness in system security procedures, system design,
i mpl enentation, internal controls, physical environnent, etc.

Warner Anendnent 10 USCA 2315. Excludes certain systens fromthe

requi rements of Section 111 of the Federal Property and Administrative
Services Act of 1949 (40 USC 795), including automatic data processing

equi pment or services if the function, operation, or use of the equipnent of
services involves intelligence activities, involves cryptographic activities
related to national security, involves the command and control of mlitary
forces, equipnent that is an integral part of a weapon or weapons system or
is critical to the direct fulfillnment of mlitary or intelligence m ssions
except for equi pnent or services to be used for routine adm nistrative and
busi ness application (including payroll, finance, |ogistics, and personne
managemnment applications).
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